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1 Introduction 

EDB Postgres Enterprise Manager (PEM) is an enterprise management tool designed to 

assist database administrators, system architects, and performance analysts in 

administering, monitoring, and tuning large installations of PostgreSQL and EDB 

Postgres database servers.  You can use PEM to monitor and manage an EDB Ark 

cluster.   

In this EnterpriseDB tutorial we will demonstrate: 

 How to use an RPM package to install and configure the PEM agent on an 

Advanced Server Ark cluster. 

 How to register an agent with the PEM server. 

 How to monitor an Ark cluster with the PEM client. 

 How to install SQL Profiler on the master node of an Ark cluster. 

This tutorial assumes: 

 You have already installed the PEM server on a system that resides outside of the 

Ark.   

 You have already installed the PEM client on a system that resides outside of the 

Ark. 

 You are using a Linux workstation to connect to Ark.  If you are using a Windows 

workstation as a host for the PEM client or server, you should follow the basic 

steps outlined in the following tutorial, substituting platform-appropriate 

commands for the commands shown.   

For information about installing and configuring the PEM agent on a PostgreSQL cluster, 

and to download PEM documentation and installers, please visit the EnterpriseDB 

website at: 

http://www.enterprisedb.com/products-services-training/products/postgres-enterprise-manager 

 

 

 

http://www.enterprisedb.com/
http://www.enterprisedb.com/products-services-training/products/postgres-enterprise-manager
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Security Group Modifications 

For the PEM components to work together, you must expose selected ports on the cluster: 

 Before connecting with ssh or scp, you must first modify the security group, 

opening port 22.  When you are no longer using ssh or scp, you can safely 

disable this security rule. 

 You must also modify the security group to allow the PEM server to connect to 

the listener port of any registered server that you wish to manage or monitor. 

For detailed information about modifying a security group, please see the EDB Ark 

Getting Started Guide, available through the console Dashboard tab. 
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1.1 Typographical Conventions Used in this Guide 

Certain typographical conventions are used in this manual to clarify the meaning and 

usage of various commands, statements, programs, examples, etc. This section provides a 

summary of these conventions. 

In the following descriptions a term refers to any word or group of words that are 

language keywords, user-supplied values, literals, etc. A term’s exact meaning depends 

upon the context in which it is used. 

 Italic font introduces a new term, typically, in the sentence that defines it for the 

first time. 

 Fixed-width (mono-spaced) font is used for terms that must be given 

literally such as SQL commands, specific table and column names used in the 

examples, programming language keywords, etc. For example, SELECT * FROM 
emp; 

 Italic fixed-width font is used for terms for which the user must 

substitute values in actual usage. For example, DELETE FROM table_name; 

 A vertical pipe | denotes a choice between the terms on either side of the pipe. A 

vertical pipe is used to separate two or more alternative terms within square 

brackets (optional choices) or braces (one mandatory choice). 

 Square brackets [ ] denote that one or none of the enclosed terms may be 

substituted. For example, [ a | b ] means choose one of “a” or “b” or neither 

of the two. 

 Braces {} denote that exactly one of the enclosed alternatives must be specified. 

For example, { a | b } means exactly one of “a” or “b” must be specified. 

 Ellipses ... denote that the preceding term may be repeated. For example, [ a | 

b ] ... means that you may have the sequence, “b a a b a”. 
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2 Installing and Configuring the PEM 
Agent on an Ark Cluster 

The PEM agent is responsible for executing tasks and reporting statistics from a 

monitored Postgres instance to the PEM server.  The PEM agent can be installed with an 

RPM package; if you have administrative access to the Ark console, you can configure 

the console to automatically install the PEM agent on Master and Standby nodes when 

provisioning a cluster.   

 

Figure 2.1 – A typical PEM installation. 

After installing the PEM agent, the agent must be registered on each node that will be 

monitored by the PEM server.  The steps that follow detail installing a PEM agent on an 

EDB Ark cluster, registering the agent with the server, and configuring the server to 

monitor the agent. 

Step 1 – Modify a Database Engine Description to Install the PEM Agent 

You must be an EDB Ark Administrative user to modify an engine description.  Using 

Administrative credentials, connect to the Ark console, and navigate to the Admin tab.  
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Select an engine ID from the list of engines in the DB Engine Administration list, 

and click Edit Engine Details.  The Edit Engine Details dialog opens (see 

Figure 2.2). 

 

Figure 2.2 – Modifying the Engine Details dialog. 

The name of the package that installs the PEM agent is named PEM-agent.  The package 

is distributed from the enterprisedb tools repository; by default, the 

enterprisedb tools repository is included in the Yum Repo URL field. 

Add the name of the PEM agent RPM package (pem-agent) to the Optional Node 

Packages field on the Edit Engine Details dialog.  Any EDB Ark clusters that are 

subsequently provisioned with that engine will automatically include an installation of 

the PEM agent on all nodes of the cluster.  Please note that before monitoring a node, you 

must:  

 modify the pg_hba.conf file on the node hosting the server to allow connections 

from any monitored node.  

 modify the pg_hba.conf file on any monitored node, allowing connections from 

the PEM server. 

 configure the agent on each monitored node. 

The steps that follow provide detailed information about each configuration step. 
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For more information about administrative features of the EDB Ark console, please see 

the EDB Ark Administrator's Guide, available through the EDB Ark Dashboard tab. 

Step 2 – Create an EDB Ark Cluster 

Navigate to the Clusters tab, and create a new cluster that is provisioned using the 

engine definition modified in Step 1 (see Figure 2.3).  As the cluster spins up, each node 

of the cluster will include the pem-agent RPM package. 

 

Figure 2.3 – Creating a new Server Cluster 

For detailed information about creating a new server cluster, please see the EDB Ark 

Getting Started Guide, available through the EDB Ark Dashboard tab. 

Please note: by default, a replica node does not have a public IP address.  After 
creating the cluster, you must manually assign a public IP address to each node you 

wish to monitor with PEM.  For more information, please see: 

https://access.redhat.com/documentation/en/red-hat-enterprise-linux-openstack-
platform/version-7/networking-guide/#configure_ip_addressing 

 

Step 3 – Modify the pg_hba.conf file to allow connections to the PEM Server 

https://access.redhat.com/documentation/en/red-hat-enterprise-linux-openstack-platform/version-7/networking-guide/#configure_ip_addressing
https://access.redhat.com/documentation/en/red-hat-enterprise-linux-openstack-platform/version-7/networking-guide/#configure_ip_addressing
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The PEM server consists of an instance of PostgreSQL, an associated PostgreSQL 

database for storage of monitoring data, and a server that provides web services for the 

PEM client.  The PEM server may reside on a host outside of a monitored EDB Ark 

cluster, or on the master node of an Ark cluster.  

Before a PEM agent that resides on an Ark cluster can communicate with the PEM 

server, you must modify the pg_hba.conf file (see Figure 2.4) of the PostgreSQL 

database that stores PEM statistics to allow connections from any monitored servers as 

well as the PEM client.   

 

Figure 2.4 – Modifying the PEM Server's pg_hba.conf file. 

With your choice of editor, modify the pg_hba.conf file (located by default in the data 

directory under the PostgreSQL installation), adding entries for the IP address of the EDB 

Ark cluster.  The connection properties should allow connections that use cert and md5 

authentication. 

For detailed information about modifying the pg_hba.conf file, please see the 

PostgreSQL documentation, available from the EnterpriseDB website at: 

http://www.enterprisedb.com/docs/en/9.4/pg/auth-pg-hba-conf.html 

 

Step 4 – Restart the PEM Server Database 

http://www.enterprisedb.com/docs/en/9.4/pg/auth-pg-hba-conf.html
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After modifying the pg_hba.conf file for the PostgreSQL installation that stores 

statistical information for PEM, you must restart server to apply the changes.  The name 

of the PEM service is: 

postgresql-9.x 

Where x specifies the version.  For example: 

service postgresql-9.5 restart 

Use the platform-specific command for your operating system to restart the server.  For 

more information about restarting the server, see the  

http://www.enterprisedb.com/docs/en/9.5/instguide/Postgres_Plus_Advanced_Server_Ins

tallation_Guide.1.30.html# 

 

Step 5 – Establish an SSH Session with the Monitored Node of the Ark Cluster 

Use the Download SSH Key icon on the Clusters tab to download the SSH key for 

your cluster.  When you download the key, a popup will open, informing you of the steps 

required to connect to the master node of your cluster (see Figure 2.5). 

 

Figure 2.5 - Using SSH to connect to the Ark cluster. 

Open a terminal window, modify the permissions on the downloaded file, and use the 

command shown on the popup to establish a connection with the server. 

Step 6 – Modify the pg_hba.conf file to Allow Connections from the PEM Server 

http://www.enterprisedb.com/docs/en/9.5/instguide/Postgres_Plus_Advanced_Server_Installation_Guide.1.30.html
http://www.enterprisedb.com/docs/en/9.5/instguide/Postgres_Plus_Advanced_Server_Installation_Guide.1.30.html


Installing the EDB Postgres Enterprise Manager Agent  
on an EDB Ark Cluster 

 

Copyright © 2016 EnterpriseDB Corporation.  All rights reserved. 
 

12 

Use your choice of editor to modify the pg_hba.conf file on the Ark node.  By default, 

the pg_hba.conf file is located in /var/lib/ppas/9.5/data. 

Add entries to the pg_hba.conf file that allow connections from the PEM server (see 

Figure 2.6). 

 

Figure 2.6 – Modifying the Ark cluster's pg_hba.conf file. 

 

Step 7 – Restart the Database Server on the Ark Cluster 

After modifying the pg_hba.conf file, you must restart the server to apply the changes.  

The name of the service is Arkdb.  Use the platform-specific command for your 

operating system to restart the Arkdb service.   

For more information about restarting the service, see the  

http://www.enterprisedb.com/docs/en/9.5/instguide/Postgres_Plus_Advanced_Server_Ins

tallation_Guide.1.30.html# 

 

Step 8 – Configuring the PEM Agent 

You must register each PEM agent that resides in an Ark cluster with the PEM server.  

Using the SSH connection to the cluster node on which the agent resides, navigate into 

the directory that contains the PEM agent installation: 

cd /usr/pem-6.0/bin 

http://www.enterprisedb.com/docs/en/9.5/instguide/Postgres_Plus_Advanced_Server_Installation_Guide.1.30.html
http://www.enterprisedb.com/docs/en/9.5/instguide/Postgres_Plus_Advanced_Server_Installation_Guide.1.30.html
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Then, invoke the PEM agent registration program: 

PGPASSWORD=password ./pemagent --register-agent --pem-

server x.x.x.x --pem-port port --pem-user user_name 

Where: 

x.x.x.x specifies the IP address of the PEM server. 

port specifies the port on which the server is listening for connections 

user_name specifies the name of the PEM user. 

The program will confirm that the agent was registered successfully (see Figure 2.7). 

 

Figure 2.7 – Registering the PEM agent. 

After registering the agent, use the following command to ensure that the service is 

configured to restart when if the node restarts, and that the pemagent service is running: 

chkconfig pemagent on && service pemagent start 
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2.1 Viewing a Monitored Node with the PEM Client 

The PEM client is a graphical client application that allows you to monitor and manage a 

Postgres server.  The PEM Client is installed (by default) with EDB Postgres Advanced 

Server (Advanced Server), and is available via StackBuilder for PostgreSQL users. 

For detailed information about installing and using the PEM client, please see the 

Postgres Enterprise Manager Getting Started Guide, available from the EnterpriseDB 

website at: 

http://www.enterprisedb.com/products-services-

training/products/documentation/enterpriseedition 

To open the PEM client from a workstation running Advanced Server 9.5, navigate 

through the Applications menu to the Postgres Plus Advanced Server 9.5 

menu, and select Postgres Enterprise Manager v6.  The client window opens as 

shown in Figure 2.8. 

 

Figure 2.8 - The Postgres Enterprise Manager client window. 

When the PEM client opens, click the PEM Server Logon icon or select PEM Server 

Logon from the File menu; when the PEM Server Logon dialog opens (shown in 

Figure 2.9), establish a connection with the PEM server.  

 

http://www.enterprisedb.com/products-services-training/products/documentation/enterpriseedition
http://www.enterprisedb.com/products-services-training/products/documentation/enterpriseedition
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Figure 2.9 – Logging on to the PEM Server. 

When the client connects to the PEM server, the new agent will be displayed in the tree 

control, and included in the graphs on the Global Overview dashboard.   

 

 

Figure 2.10 – The new agent is displayed in the PEM client. 
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To review statistical information retrieved by the new agent, select the name of the agent 

from the Agents drop-down menu (see Figure 2.11). 

 

 

Figure 2.11 – Viewing statistics retrieved by the agent. 

To review detailed information about the server that resides in your OpenStack cluster, 

use the New Server Registration dialog to register the node with the PEM server, 

adding it to the collection of servers displayed in the tree control.  To open the New 

Server Registration dialog, select Add Server from the File menu; the New 

Server dialog opens as shown in Figure 2.12. 
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Figure 2.12 – Registering a server with the PEM client. 

Use fields on the New Server Registration dialog to provide information about the 

monitored node.  On the Properties tab: 

 Use the Name field to specify the name that will be displayed in the Object 

Browser tree control of the PEM client. 

 Use the Host field to specify the IP address of the EDB Ark node. 

 Use the Port field to specify the listener port of the node. 

Use the Maintenance DB drop-down listbox to select the correct maintenance database 

for the node. 

 Use the Username field to specify the name of the database superuser. 

 Use the Password field to specify the password associated with the database 

superuser. 

On the Advanced tab: 

 Use the Service ID field to specify the name of the service that resides on the 

EDB Ark cluster. 
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On the PEM Agent tab: 

 Use the drop-down listbox in the Bound Agent field to select the name of the 

agent that resides on the EDB Ark cluster. 

 Confirm the value displayed in the Port field is correct. 

 Confirm that the database displayed in the Database field is correct.  

 Confirm that the name displayed in the Username field is correct. 

 Use the Password field to provide the password associated with the user 

specified in the Username field. 

 Re-enter the password in the Confirm Password field. 

 Check the box next to Allow takeover? 

When you've completed the New Server Registration dialog, click OK; the server 

will be displayed in the PEM client's Object Browser tree control, and will be included 

on the Global Overview dashboard (see Figure 2.13). 

 

Figure 2.13 - The Enterprise Dashboard displays the new server. 
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To review detailed statistical information about activity on the server, select the name of 

the agent from the Agents drop-down menu, and then the name of the server from the 

Servers drop-down menu (see Figure 2.14). 

 

Figure 2.14 - The new server is displayed in the PEM client. 
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2.2 Configuring SQL Profiler on an Advanced Server Cluster 

SQL Profiler captures performance statistics and query plans for SQL statements 

executed during a trace session (see Figure 2.15).  You can use the resulting performance 

profile to analyze and improve a monitored server's performance. 

 

 

Figure 2.15 - A SQL Profiler trace session. 

SQL Profiler cannot be installed on a read-only replica node; it's functionality is limited 

to transactions performed against the master node of an Ark cluster.  If you have a 

specific SQL statement that you wish to profile, you should instruct the client executing 

that statement to connect to the DBPORT of the master node (shown on the Details 

panel of the Clusters tab) for the duration of the trace session. 

SQL Profiler is installed in Ark clusters with an Advanced Server database server; use the 

following steps to configure your SQL Profiler installation: 

1. Connect to the master node of the cluster with ssh.  

2. Use your editor of choice to edit the postgresql.conf file, adding 

$libdir/sql-profiler to the shared_preload_libraries parameter.  

The postgresql.conf file is located in: 

/opt/PostgresPlus/ArkDB/data 
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3. Restart the server with your operating system specific command.  For example, on 

CentOS 6.x, use the command: 

/etc/init.d/ppas-9.5 restart 

4. Invoke EDB-PSQL with the command: 

edb-psql -U enterprisedb edb 

5. Use the EDB-PSQL command line to invoke the SQL Profiler installer with the 

command: 

edb=# \i /usr/ppas-9.5/share/contrib/sql-profiler.sql 

6. Restart the server to apply the changes. 

 

After performing these steps, you can invoke the SQL Profiler wizard (see Figure 2.16).  

To open the SQL Profiler wizard, select SQL Profiler… from the Management menu. 

 

 

Figure 2.16 - A SQL Profiler trace session. 
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2.3 Resources 

For more information about Postgres Enterprise Manager, and to download PEM 

documentation, please visit the EnterpriseDB website at: 

http://www.enterprisedb.com/products-services-training/products/postgres-enterprise-manager 

Sales 

For information about purchasing Postgres Enterprise Manager (PEM), please contact 

your nearest sales office: 

 

Bedford, MA, USA EnterpriseDB Corporate 
Headquarters and Sales 

1-781-357-3390 
1-877-377-4532 (US only) 

The Hague/The 
Netherlands 

EMEA +31 70 891 8451 

Japan EnterpriseDB K.K. Waseda 
Univ. Incubation Center 

+81-3-5488-6007 

UK Enterprise Performance 
Centre/EnterpriseDB UK Ltd. 

+44 (0) 1235 227276 

Pakistan EnterpriseDB PK Limited +92-51-8358874 
India EnterpriseDB Software India 

Private Limited 
+91-20-30589500/01 

 

Support 

There are several ways to get help with an EDB Ark or PEM problem.  If you have 

purchased support, you can log a support ticket: 

 in the Customer Portal:  http://www.enterprisedb.com/support 

 via email:  mailto:support@enterprisedb.com 

 or by phone:    +1-732-331-1320 or 1-800-235-5891 (US Only) 

If you have not purchased support, and would like to, you can view support options at: 

http://www.enterprisedb.com/Ark-database/support 

You are always welcome to log an issue via email; when time permits, our customer 

support experts will respond to inquiries from customers that have not purchased support. 

 

http://www.enterprisedb.com/products-services-training/products/postgres-enterprise-manager
http://www.enterprisedb.com/support
mailto:support@enterprisedb.com
http://www.enterprisedb.com/cloud-database/support

