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1 Introduction

This document provides an introductionto Postgres Enterprise Manager™ (PEM) and is
written to acquaint you with the basics of the toolsetand help you be successfulin your
database management activities. This guide is brokenup intothe following core sections
and categories:

e Postgres Enterprise Manager ™ Owerview - Chapter 2 provides information
about PEM functionality, components, architecture, and supported platforms.

e Installation, configurationand general setup— Chapter 3 provides an overview
of PEM's installationand configuration steps.

e General database administration — Chapter4will assist you in performing

general database administration tasks, and SQL query andstored procedure
development.

e Performance monitoring — Chapter5provides an introductionto monitoring and
troubleshooting performance onyour database servers.

e Capacity planning — Chapter 6 discusses howto performtrend analysis and
forecasting fromdata collected in Postgres Enterprise Manager™.

e Audit logging — Chapter 7 discusses howto performauditing of Advanced Server
databases for selected types of SQL statements.

e SQLcapture and profiling — Chapter 8 describes howto capturea SQL
workload and analyze the outputto tune and fix poorly running SQL.

e Postgres Expert - Best Practices Enforcement— Chapter 9discusses howto use
Postgres Expert to uncover configuration or design issues that need correctingon
your database servers.

This guide is not a comprehensive resource; rather, it is meant to serve asan aid to help
you evaluate the tool and bringyou up to speed with the basics ofhow to usethe product.
Formore detailed information about using PEM's functionality, please see the offline
documentation, made available by the PEM client.
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1.1 Typographical Conventions Used in this Guide

Certain typographical conventions are used in this manual to clarify the meaning and

usage of various commands, statements, programs, examples, etc. This section provides a
summary of these conventions.

In the following descriptions a termrefers to anyword or group of words that are
language keywords, user-supplied values, literals, etc. A term’s exact meaning depends
upon thecontext in which it is used.

e [talicfontintroducesanewterm,typically, in the sentencethatdefines it forthe
first time.

e Fixed-width (mono-spaced) font IS used fortermsthatmustbe given
literally such as SQL commands, specific table and column names used in the
examples, programming language keywords, etc. Forexample, SELECT * FROM
emp;

e Ttalic fixed-width font IS used forterms forwhich the user must
substitute values in actual usage. Forexample, DELETE FROM table name;

e Avertical pipe | denotesa choice betweenthe terms oneither side ofthe pipe. A
vertical pipe is used to separate two or more alternative terms within square
brackets (optional choices) or braces (one mandatory choice).

e Square brackets []denote thatone ornoneofthe enclosedterm(s) may be
substituted. Forexample, [ a | b ], means chooseone of“a” or“b” orneither
of the two.

e Braces {} denote that exactly one ofthe enclosed alternatives must be specified.
Forexample, { a | b }, means exactly oneof“a” or“b” must be specified.

o Ellipses ... denote thatthe proceedingtermmay be repeated. Forexample, [ a |
b ] ... meansthatyoumayhavethesequence,“b a a b a”.

Copy right © 2012 EnterpriseDB Corporation. All rights reserv ed. 6
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2 Postgres Enterprise Manager ™ -
Overview

Postgres Enterprise Manager™ (PEM) is an enterprise management tool designedto
assistdatabaseadministrators, systemarchitects, and performanceanalysts in
administering, monitoring, and tuning PostgreSQL and EnterpriseDB Postgres Plus
database servers. PEM is architected to manage and monitor anywhere froma handful, to
hundreds of servers fromasingle console, allowing complete and remote control overall
aspects of your databases.

2.1 Why Postgres Enterprise Manager ™?

PEM providesanumber of benefits notfound in any other PostgreSQL managementtool:

e Management En-Mass Design.PEM is designed for enterprise database
management, andis built to tackle the management of large numbers of servers
across geographical boundaries. Globaldashboards keepyouup to date onthe
up/down/performancestatus ofall your servers in an at-a-glance fashion.

e Distributed Architecture. PEM is architected in a way that maximizes its ability
to gather statistical information and to performoperations remotely onmachines
regardless of operating systemplatform.

e Graphical Administration. All aspects of databaseadministration can be carried
out in the PEM client viaa graphical interface. Serverstartup and shutdown,

configuration management, storage and security control, object creation,
performance management, and more can be handled fromasingle console.

e Full SQL IDE. PEM containsarobust SQL integrated developmentenvironment

(IDE) that provides ad-hoc SQL querying, stored procedure/function
development, anda graphical debugger.

e Enterprise Performance Monitoring. PEM provides enterprise-class
performance monitoring for all managed database servers. Lightweightand
efficient agents monitorallaspects of each database server’s operations as well as
cach machine’s underlying operating systemand provide detailed statistics back
to easily navigated performance pages within the interface.

e Proactivwe Alert Management. PEM ships out-of-the-boxwith the ability to
create performancethresholds for each key metric (e.g. memory, storage, etc.)
that are monitored around-the-clock. Anythreshold violationresults in an alert
being sentto a centralized dashboard that communicates the nature of the problem
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and what actions are necessary to prevent the situation fromjeopardizing the
overall performance ofthe server.

o SimplifiedCapacity Planning. Allkey performance-related statistics are
automatically collected andretained fora specified period oftime in PEM’s
repository. The Capacity Manager utility allows youto selectvarious statistics
and performtrend analysis over time to understand things such as peak load
periods, storage consumption trends, and much more. A forecasting mechanismin

the toolallows you toalso forecastresource usagein the futureand plan/budget
accordingly.

e Audit Logging. PEM includesthe Audit Manager, which provides the capability
to set up audit logging on Postgres Plus Advanced Server instances. Activities
such as connections to a database, disconnections froma database, andthe SQL
statements run againsta database canbe logged. The audit Log dashboard can
then be used tofilterand viewthe log.

e SQLWorkloadProfiling. PEM contains a SQL profiling utility that allows you
to trace the SQL statements that are executed againstone or more servers. SQL
profiling can either be donein an ad-hoc or scheduled manner. Captured SQL
statements canthenbe filtered soyoucan easily identify andtune poorly running
SQL statements. SQL statements can also be fed into an IndexAdvisor on
Postgres Plus Advanced Server thatanalyzes each statement and makes
recommendations on new indexes that should be created to help performance.

e Expert Database Analysis.PEM includes the Postgres Expert utility; Postgres
Expert analyzes selected databases for best practice enforcement purposes. Areas
such as general configuration, security setup, and much more are examined. Any
deviations fromrecommended best practices are reported back to you, alongwith
an explanation of each particular issue, and expert help on whatto do about
making thingsright.

e Wide Platform Support. PEM supports mostmajor Linux, Windows, and
Solaris platforms.
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2.2 General Architecture

PEM is composedofthree primary components (see Figure 2.1):

The PEM Serwer

The PEM server provides the functionality at the core of Postgres Enterprise
Manager™, The serveris responsible for:

e Performing administrationfunctions
e Processinginformationreceived fromagents
e Maintaininginformationin its repository.

The PEM Agent

The PEM agent is responsible for performing tasks on each managed machineand
collecting statistics for the database server and operating system.

The PEM Client

The PEM clientis the userconsole fromwhich all operationsare carried out(e.g.
database administration, viewing performance information, etc.).

=
honitoring Diat.
L]
Monitoring Data
PEM Server

Database Management
Connection

Managed Hosts
(runming PEM Agents)

Enterprise Management

&

| Database Ma n_agement
Connectian

—

Unmanaged Hosts PEM Clients

Figure 2.1 - The Postgres Enterprise Manager™ general architecture.
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2.3 Supported Platforms

PEM currently provides support for the following platforms:

PEM Agent:
e Windows (32and 64bit)
e Linux (32 and 64bit)
e Solaris
e HP-UX

PEM Server:
e Windows (32and 64bit)
e Linux (32 and 64bit)

PEM Client:
e Windows (32and 64bit)

e Linux (32 and 64bit)

PostgreSQL Version Support

PEM can manage and monitor:
e PostgreSQL versions 8.2and higher

e PostgresPlus Advanced Server 8.3r2 and higher

SQLProfiler

SQL Profiler for Postgres Enterprise Manager™ s supported on EnterpriseDB
distributions of PostgreSQL version 8.4 and above, and Postgres Plus Advanced Server
version 9.0and above.

Copy right © 2012 EnterpriseDB Corporation. All rights reserv ed. 10
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3 Installing Postgres Enterprise
Manager ™

This section provides an overview of Postgres Enterprise Manager™ (PEM) installation
and configuration; for more detailed instructions, please consult the Postgres Enterprise
Manager™ Installation Guide, available at:

http://enterprisedb.com/products-services-training/products/documentation

The basic stepsinvolvedin the installation of PEM are:

1. Installthe PEM serveron thehostserver fromwhich you will monitor the system
Installation ofthe server willalso prompt the installation of PostgreSQL 9.0and
Apache/PHP (server prerequisites).

2. Installthe PEM client on the machine fromwhich you will manage all of your
Postgres senvers.

3. InstallaPEM agent on each physical or virtual machine that you would like to
manage with PEM.

4. Installthe SQL Profiler componentinto each Postgres instance on which you
want to performSQL capture and analysis.

Graphical installers will lead you through installing and configuring eachcomponent of
PEM.

When you invoke theinstaller for the PEM server, the installer performs a systemcheck;
if you already havean installation of PostgreSQL 9.0, the installer will upgrade the
installation for use as the PostgreSQL Enterprise Management Server. Ifyou do not
currently have an installation, the server installer will install PostgreSQL 9.0and
Apache/PHP.

The PEM serverinstaller will also installan agent on the PEM server machine.

You should installthe PEM client on the machine fromwhich you intend to manageyour

Postgresservers. The only informationrequired by the client installer is an installation
directory; the installer has no other prerequisites.

Afterthe serveris installedand running, install PEM agents on any other machine(s) that
you wish to managewith PEM. The graphical installers will lead you throughthe very

quickinstallation and automatically startthe agents sothey are up and running whenthe
installation concludes.

Copy right © 2012 EnterpriseDB Corporation. All rights reserv ed. 11
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The final step is to installand configure the SQL Profiler component into each Postgres
instance on whichyouwant to capture andanalyze SQLworkloads. The installer simply
asks forthe locationof your PostgreSQL installationand then it places the needed
software into that directory. If you are running Postgres Plus Advanced Server, the SQL
Profiler plugin is already installed, and requires only configuration toenable profiling.

3.1 Starting and Stopping the PEM Server and Agents

Starting and stopping the Enterprise Manager Server is identical to controlling a Postgres
serverinstance. Thesame commands thatstoporstartPostgreSQL on Linuxand
Windows control the Enterprise Manager Server.

To controlthe agents on a Windows platform, you can use the services interface to
start, stop, andset the properties (e.g. whether they auto-start or not) of your agents.

On Linux, to startan agent,usethe /etc/init.d/pemagent start command. To
stop theagent, just substitute ‘stop’ in place of ‘start’.

On Solaris, start the agent with the svcadm enable pemagent:default command.
To stop a Solaris agent, you usethe svcadm disable pemagent:default command.

Formore information aboutstarting and stopping the Postgres service, please consult the
Postgres Plus Advanced Server Installation Guide, available at:

http://enterprisedb.com/products-services-training/products/documentation

Copy right © 2012 EnterpriseDB Corporation. All rights reserv ed. 12


http://enterprisedb.com/products-services-training/products/documentation

Postgres Enterprise Manager Getting Started Guide

3.2 User Interface Basics
The main elements ofthe PEM client interface are the Dashboard Browser, the Main
Toolbarand the Tree Control, as shownin Figure 3.1.

Tabbed Dashboard Browser

Main Toolbar

¥
File Edit Plugins View Management Tools Help

BO kW RQE = ®0H
Object browser ®
= A servers (1)
= [ servers (1)
= [} Postgres Enterprise M{ i
Tree Control (2 Databases (2
Tablespaces (2)
+ g Group Roles (3)
+ £ Login Roles (2)
= [ PEM Server Directory (1)]| Enterprise Dashboard
= [} Postgres Enterprise M;
Databases (2)

w + 2 agents - B pashvoards

Tablespaces (2)

+ &g Group Roles (3)

& Login Roles (2) © AgentsUp: 1

+ s PEM Agents © Agents Down: 0
@ sorversUp: 1
© servers Down: 0

Agent Status

Blackout Name

Postgres Server Status

Blackout Name Status Connections Alerts Version

] Posigres Enterprise Manager Server UP & 0 PosigreSOL 9.0.6 on 1686-pe-linux-gnu, complied by GCC gec (GCC) 4.1.2 20080704 (Red Hat 4.1.24
B

Alert Status

Oblect Description Alarm Type Alert Name Value Database Schema Package Object Additional Params Additional Param Values Alerting

© Postgres Enterprise Manager Host Medium  Most used disk percentage 86,3684 2012-02

0.33 secs Trial Licence (3 days remainin| ¥

Figure 3.1 - The PEM client interface.

PEM usesa standard tree control to connect to and navigate throughthe contents ofall
managed servers. Themenu bar provides easy access to various tasks, and is context
sensitive soonly possible tasks for selected objects in the tree control will be active. The
graphicaltoolbar provides quickaccess to themost commonly used tasks and utilities.

The right pane of the client interface allows youto use tabbed browsing to review details

about selected objects in the tree control. Like most web browsers, youcanopenmultiple

tabs for different views, closeselected tabs whenyou're finished reviewing the contents,

gnd navigate through multiple reports on the same tab using back and forward toolbar
uttons.

Note that some utilities and interfaces in PEM do not run within the client interface, but
instead openin aseparateinteractivedialog. These include interfaces suchas the SQL
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IDE and the SQL Profiler. This allows for greater flexibility when usingthese toolson
systems with multiple monitors, or virtual desktops.

3.3 Online Help and Documentation

PEM contains built-in help that you canreference forassistance in using the tool (see
Figure 3.2). Toaccessthefullonline help forPEM, select Help contents fromthe
Help option onthe main menu.

Help: Opening an EXisting Trace

e 2 %8 &N

Contents 1 Index | Search _— = =
\ \ The Open an existing trace Dialog
[(bookmarks) ‘ h ‘ | =F H = ‘ The Open an existing Trace dialog displays information about both currently active traces
} _ } || and previously stored traces. Highlight an entry in the trace list and click OK to open the
- & Postgres Enterprise Manager 2]|| selected trace.
[) Architecture ] 2
+ [ PEM Client Name Start Time Owner  Name  |test-trace
- (& Enterprise Management test-trace 7/1/20116:10:59 PM postagre: Trace ID |2011070112405900| =
D PEM Server Logon test-trace 7/1/20116:04:23PM postares
VIR E test-trace 7/1/2011 6:03:47 PM postgres Owner |postares
+ (&2 Binding an Agent to a Server 1 test-trace 7/1/2011 6:02:05 PM poStares jears
7 @ Alerting I test-trace 7/1/20116:01:40 PM postares agentt
- = B test-trace 7/1/2011 5:55:29 PM postgres
B postgres
‘f‘ Audit Manager 1 test-trace 7/1/2011 5:54:07 PM postares
+ (&3 Dashboards I
+ (&3 Capacity Manager z
+ (&3 Postgres Expert

+ (& Probe Configuration Status  |Running

+ [ Server Configuration Start  |7/1/20116:10:53 PN

- & SqQL Profiler s
[7) The SQL Profiler Startup Dialc g
= . g < it ,  Finished
| ] Creating a New Trace

[/ Opening an Existing Trace:
+ (&3 Reviewing a Trace

| ] Exporting a Trace

["] Deleting Unwanted Traces

—| | The right side of the Open an existing trace dialog provides information about the
highlighted trace:
= : + The Name field displays the name of the currently selected trace.

i 5 Task Viewer + The Trace ID field displays the unique identifier of the trace. The identifier is
+ (& pgAgent [~ extrapolated from the trace start time. -
<] i LB & W | 2|

Done

Figure 3.2 - PEM's Help dialog.
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3.4 Logging onto the PEM Server

To logon to the PEM server, navigate through the i 1e menu, and select the
Enterprise Manager Logon Menuoption,orclick the L.ogon toolbarbutton (as
shown in Figure 3.3).

PEM Logon Button

File Edit Plugins View Management Tools Help
‘:“‘ L_g @ AJ:. X

Figure 3.3 - PEM's Logon Button.

WhenthepPEM server Logon dialog opens, provide the PEM server’s IP address or host
name, and the user name and password specified during installation. A successful login
will promptthe PEM client to display a new node in the control tree labeled PEM Server
Directory,andanode called PEMAgents (PEM agents).

Afterlogging in to the PEM server, youcan add new servers to manage.

Note: Apache/PHP mustbe runningin order forthe PEM client to connectto thePEM
server. On Linux, if you have trouble logging in to the PEM server, on the host where

Apache/PHPis installed, check that Apache/PHP is running by entering the following
command:

$ ps -ef | grep apache
user 13321 13267 0 16:37 pts/1 00:00:00 grep apache

If the result appears similar to the precedingexample, Apache/PHP is notrunning.

Start Apache/PHP using the following commands:

$ su root
Password:
$ /etc/init.d/EnterpriseDBApachePhp start

If Apache/PHP starts properly, then you should now observe output similar to the
following:

$ ps -ef | grep apache

root 13712 1 0 16:40 2 00:00:00 /opt/PostgreSQL/EnterpriseDB -
ApachePhp/apache/bin/httpd -k start -f /opt/PostgreSQL/EnterpriseDB-
ApachePhp/apache/conf/httpd.conf

daemon 13744 13712 0 16:40 ? 00:00:00 /opt/PostgreSQL/EnterpriseDB-
ApachePhp/apache/bin/httpd -k start -f /opt/PostgreSQL/EnterpriseDB-
ApachePhp/apache/conf/httpd.conf

daemon 13745 13712 0 16:40 2 00:00:00 /opt/PostgreSQL/EnterpriseDB-
ApachePhp/apache/bin/httpd -k start -f /opt/PostgreSQL/EnterpriseDB-
ApachePhp/apache/conf/httpd.conf
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daemon 13746 13712 0 16:40 2
ApachePhp/apache/bin/httpd -k start
ApachePhp/apache/conf/httpd.conf
daemon 13747 13712 0 16:40 2
ApachePhp/apache/bin/httpd -k start
ApachePhp/apache/conf/httpd.conf
daemon 13748 13712 0 16:40 ?
ApachePhp/apache/bin/httpd -k start
ApachePhp/apache/conf/httpd.conf
user 13790 13267 0 16:41 pts/1

00:00:00 /opt/PostgreSQL/EnterpriseDB-
-f /opt/PostgreSQL/EnterpriseDB-

00:00:00 /opt/PostgreSQL/EnterpriseDB-
-f /opt/PostgreSQL/EnterpriseDB-

00:00:00 /opt/PostgreSQL/EnterpriseDB-
-f /opt/PostgreSQL/EnterpriseDB-

00:00:00 grep apache

To checkif Apache/PHP is runningon Windows systems, open control Panel,
System and Security,Administrative Tools,andthen services.The
Apache/PHP serverrunsasaservice named EnterpriseDB ApachePHP.

File Action View Help

e |EEc=HE >»enw

% Services (Local) _f;. Services (Local)

EnterpriseDB ApachePHP Name

(% Function Discovery Resourc... Publishes this computer and resou... Started

-

Description Status &
) ’:é EnterpriseDB ApachePHP Apache/2.2.20 (Win32) PHP/53.8 Started

Stop the i (. Extensible Authentication Pr... The Extensible Authentication Prot...
Restart the service 3 3

S Fax Enables you to send and receive fa...

. FileZilla Server FTP server
Description: ; %% Function Discovery Provider... The FDPHOST service hosts the Fu... Started |=
Apache/2.2.20 (Win32) PHP/5.3.8

Figure 3.4 - The EnterpriseDB Apache/PHP Windows service.

Usethe start link to start the serviceifit is not running.
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3.5 Adding a Managed Server

Toadd anewserverto PEM, select the add server optionfromthe ri1e menu. You
canalsoopenthenNew server Registration dialog by clicking the add server
toolbar button.

TheNew server Registration dialog contains fourtabs onwhich you provide

information about thenewserver. The first tab (properties)contains general
information about howto connectto the newserver (seeFigure 3.4)

Properties ‘ ssL  Advanced ' PEM Agent

Name | PPAS 9.0 local |
Host |localhost |
Port 5444 |
Service | |
Maintenance DB edb v |
Usemname |enterprisedb |
Password eeccc000)| |
Store password

Store on PEM Server

Colour ‘ | ‘
Group |PEM Server Directory v '
Team | ’

(©| Help ’ ’ Gl OK ’ ‘ €3 Cancel

Figure 3.4 - The Server Registration dialog.
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Use the fields onthe properties tabto supply informationaboutthe monitoredserver.

Provide a descriptive Name forthe newserver.
Specify the name or IP address ofthe server's Host .
Specify the port numberthatthe serveris monitoring.

Specify the name ofa maintenancedatabasein the Maintenance DB field.

Specify the Username and rassword that PEM should use when connectingto
the server.

To ensure that the newserver will be managed by PEM, checkthestore on PEM
server checkbox

Use the fields on the sst. tab to provide authentication information specific to your
system.

Use the fields on the advanced tabto specify advanced configurationdetails. To allow
the PEM serverto remotely control startup and shutdown of the monitored Postgres
server, entertheservice name in the service 10 controlfield.

Usethe pEM Agent tab to specify anagent binding for the newserver:

Use the drop-down list boxin the Bound Agent field to select the PEMAgent
that is installed onyour managed host system. Each servershould be assigned a
unique agent.

Specify the host server’s IP address in the Hos t field.

Please note that you can specify adifferent Host addressonthe PEM agent tab
than the addressused onthe properties tab. Forexample, you can configure
the PEM agent to connectviaa Unixsocket to the monitored server, while the

client connects usingan SSL.connectionto a forwarded port onan external
firewall (that is not appropriate for the agent).

Specify the port number ofthe managed system.
Use the sst. field to specify an SSL operational mode.

Usethe patabase field to specify thename ofthe Postgres Plus database to
which the agentwill initially connect.
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e Provide the name ofthe role that agent should usewhen connectingto the server
in the username field.

e Provide the password that the agentshould usewhenconnectingto the serverin
the password field, and verify it by typingitagain inthe confirm Password
field. If you do notspecify a password, youwill need to configurethe
authentication forthe agentmanually; usinga . pgpass file for example.

When you've completedtheNew server Registrationdialog,clickox. The name of

the newservershouldbe includedunderthe PEM server Directory nodeinthetree
control.
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3.6 Remotely Starting and Stopping Monitored Servers

PEM allows you to startup and shutdown monitored server instances on remote machines
fromthe PEM client; each remote server must be properly configuredto allowthe PEM

clientto stop orrestart the server.

To remotely control the startup or shutdown of a configured server:

e Registerthe databaseserverwith PEM (it must appear in the tree control under

the PEMServer Directory node).

e Rightclick onthe servername,andselect i sconnect fromcontext menu.

e Then,right clickon the servername and select connect fromthe context menu.
The context menu should include two new options: Queue Server Startup and
Queue Server Shutdown (Shown in Figure 3.5).

Queue Remote Server
Startup and Shutdown

Refresh

Connect
Start Service
Delete/Drop...

Queue Server Startup
Queue Server Shutdown
Reports >
Dashboards ' >

Probe Configuration...
Alerting...

Copy Alerts...
Scheduled Tasks...
Properties...

Figure 3.5 - The context menu of a remote, managed server.

Note that currently, PEM only supports the fast shutdown option of the database server.
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4 General Database Administration

Postgres Enterprise Manager™is based onthe mostpopular GUI tool for PostgreSQL,

pgAdmin. Ifyou are already familiar with pg Admin, you may wish to skip this section of
the document; it covers some of the basic administrative tasks that can be carried out with
PEM, most of which are also features in pgAdmin.

4.1 Editing a Server’s Configuration

You can use thePEM client to graphically manage the configuration parameters ofa
remote Postgres server:

1.

Connect to the managedserver.

Useoptionsontheserver Configuration menu (accessedthroughtheTools
menu) to open the configuration file you wish to edit.

Setting name Value Current value Comment
[~ bonjour off off advertise server via Bonjour
[~ bonjour_name .
¥ listen_addresses * * what IP address(es) to listen on;
¥ max_connections 100 100 (change requires restart)
¥ port 5432 5432 (change requires restart)
[ superuser_reserved_conn... 3 3 (change requires restart)
[~ unix_socket_directory
[T unix_socket_group
[~ unix_socket_permissions 0777 511 begin with 0 to use octal notation
[T authentication_timeout 1min 60 1s5-600s
[~ db_user_namespace off off
[~ krb_caseins_users off off
[ krb_server_keyfile FILE:/mnt/buildfarm/p...
[~ krb_srvname postgres postgres (Kerberos only)
[~ password_encryption on on
¥ ssl on on
[ ssl_ciphers ALL:!ADH:!ILOW:... ALL:!ADH:!'LOW:!EXP:... allowed SSL ciphers
[~ ssl_renegotiation_limit 512MB 524288 amount of data between renegoti;
[~ bytea_output hex escape hex, escape
[~ check_function_bodies on on
[~ default_tablespace
i . mitted EI’:‘
| Configuration read from localhost
Figure 4.1 - The Configuration Editor dialog.
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TheconfigurationEditor (ShowninFigure 4.1) displaysthevalues forthe currently
selectedserver; double-click on a parameter name to edit the parameter value. Whenyou
have made any desired changes, you cansavethe file on the remote server by selecting
save fromthe ri1e menu, or by clicking the save toolbaricon.

Warning: Specifying invalid values for parameters may prevent your Postgres server
fromstarting.

When you have saved your configuration file, you must reload the server configuration.
To reload the configurationfiles, navigatethroughthe ri1e menuto select re1oad
Server,Or clickthe Reload server toolbar.

Note that some parameter value changes are not dynamic and will not take effect unless
the serveris stoppedand restarted.

4.2 Managing Security

PEM provides a graphical way to manage thesecurity aspects of your Postgres servers.
The three most common tasks are:

e Thecreation and maintenanceoflogin roles
e Thecreation and maintenanceofgrouproles

e Administeringobject permissions

4.2.1 Login Roles

A usermusthavea login account toconnectto the Postgres server. Usethe LoginRole

dialog (shownin Figure 4.2) to add a new login role or manage the properties ofan
existing login role on aregistered server.

Toadd anewlogin role, right click onthe Login Roles node (located beneaththe
selectedserver in the Postgres Enterprise Manager node of the tree control), and select
New Login Role fromthe context menu.
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Properties | Definition | Role privileges | Role membership | Variables | SQL

Role name |enterprisedb |

oID

Comment

Use Slony

Help € cancel

Figure 4.2 - The Login Role dialog
To modify the properties of an existing login role, right click on the login role name in
the tree control,and select properties fromthe context menu. To delete aloginrole,
right click on the name ofthe role,and select pe1ete/Drop fromthe context menu.

Formore complete information on creatingand managing login accounts, see the
PostgreSQL online documentation:

http://www.postgresqgl.org/docs/9.0/static/sgl-createuser.html

4.2.2 Group Roles

Group roles can serveas containers, used todispense systemprivileges (suchas creating
databases) and object privileges (e.g. inserting datainto a particulartable). The primary
purpose ofagrouprole is to make the mass management of systemand object
permissions much easier fora DBA. Ratherthan havingto assignand change privileges
individually across many different login accounts, you can assignor changeprivileges for
a single role and thengrant that role to many login roles at once.
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Usethe croup Roles node (located beneath the name of each registeredserverin the
PEM tree control) to create and managegrouproles. Options onthe context menu
provide access to a dialog that allows you to createa newrole or modify the properties of
an existing role. You can find more information aboutcreating roles at:

http://www.postgresqgl.org/docs/9.0/static/sgl-createrole.html

4.2.3 ObjectPermissions

Arole must be granted sufficient privileges before accessing, executing, or creatingany

database object. PEM allows youto assign (cranT) and remove (REVOKE) object
permissionsto grouprolesorlogin accounts using the graphical interface of the PEM
client.

Object permissions are managed via the graphical object editor for each particular object.
Forexample, to assignprivileges toaccess a databasetable, right click on the table name
in the tree control, and selectthe properties option fromthe context menu. Use the
optionsdisplayedon the privileges tabto assignprivileges for the table.

By default, PEM displays only grouproles onthe privileges tabofthe properties
dialog. Toinstructthe PEM client to include login rolesin the user/Group liston the
Privileges tab,navigate through the ri1e menu,toopentheoptions dialog. Select
the preferencestab; checkthe boxnext to show users for privileges toinclude
loginrolesonthe privileges tab.

The PEM clientalso containsa crant wizard (accessed through aschemanodeofthe
tree control) thatallows youto manage many object permissions at once.

4.3 Managing Storage

PostgreSQL uses a named tablespaceto define an on-disk location (a physical container)
in which to store systemand user data. Each PostgreSQL host may containasingle

tablespace or multiple tablespaces. The PEM client provides a graphical interface that
allows you to createand manage PostgreSQL tablespaces.

Usethe Tablespaces node in the PEM tree controlto createand manage tablespaces.

The properties editorfortables and indexes allows you to specify the tablespacein
which atable orindexshould reside.

Formore information abouttablespaces, seethe online documentation:

http://www.enterprisedb.com/docs/en/9.0/pg/manage-ag-tablespaces.html
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4.4 Creating and Maintaining Databases and Objects

Each instance of the Postgres server manages one or more databases; each user must
provide authentication information to connect to the database beforeaccessingthe
information contained within it. The PEM client provides dialogs that allowyouto
create and manage databases, andall of the various objects thatcomprise a database (e.g.
tables, indexes, stored procedures, etc.).

Creating a database is easy in PEM: simply right click on any managedserver’s
Database nodeand selectthe New Database...menu option. You can alsoaccessthe
New Database dialog by navigating through the £d4i t menu (on the Main menu)to the
New Object menu,and selecting New Database.

Once you have defined a database, you can create objects within the new database. Note
that within each database there exist one or more schemas. A schema can be thoughtof

as adirectory ofan operating systemdisk; it allows the logical separation of database
objects (i.e.tables, indexes, SQL functions,and more) inside ofa database.

PEM provides graphical dialogs for the creationand maintenance of allsupported
objects:

tables

indexes

stored procedures
functions
triggers

views
constraints, etc.

If you are using EnterpriseDB’s Postgres Plus Advanced Server, youcan alsouse the
PEM client to create and manage Oracle-compatible objects (suchas packages).

Each managed object is displayed in the tree control. Right click onanamed node and

use the context menu (or navigate throughthetop level menu) to performadministrative
tasks forthe highlighted object.

Forexample, to create anewtable, rightclickona tabie node,select New Table..

fromthe context menu. When the New Table dialog opens, specify theattributes ofthe
newtable (see Figure 4.3).
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—_— e
m New Table:.. =

Pmperties| Deﬁnition| Inherits| Columns| Constraints | Auto-vacuum | Privileges| SQL|

Column name Definition Inherited from table
dept no numeric(2,0)

dname character varying(14)

loc character varying(13)

Emove

|Add|=

o |
|

‘ QﬂQK ‘ ‘ogancel ‘

Figure 4.3 - Use PEM's dialogs to create and manage database objects.

PEM provides similar dialogs for the creationand management of other database objects.
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4.5 SQL Development

PEM contains a feature-rich Interactive Development Environment (IDE) that allows you
toissue ad-hoc SQL queries againstPostgres servers.

Toinvoke the guery Too1 SQL IDE from within PEM, simply highlight thename of the
database youwantto query in the tree control, and click the SQL toolbaricon. You can
alsoopenthe guery Tool IDE by selectingouery tool fromthe Too1s menu.

The guery Too1l dialog providesan interface that allows youto manually enter in SQL
queries, graphically create and execute SQL statements fromdragging and dropping
objects onto a visual palette, Exp.aIN queriesand much more.

File Edit Query Favourites Macros View Help
‘@b A ¥ & & fh [l /|0 edbon enterprisedb@localhost:5444 |+
SQL Editor Graphical Query Builder -
- [ edb
= # Catalogs
< dbo
& information_schel
€ pg_catalog
< pgagent em jobhist
& sys empno — Oempno
- @ schemas Zename @ startdate
db schedul Ojob @ enddate
% _edb_scheduler Omgr Djob
© enterprisedb hiredate Osal
= @ public Osal dept comm
O comm —a0 deptno — O deptno
F dept O deptno = dname - O chgdesc
& emp Oloc
[= jobhist
salesemp
¥ € »
Columns | Criteria Ordering | Joins
Relation Column Alias
1 |emp empno
2 |jobhist startdate =
jobhist ddat
3 |jobhis enddate =
4 |dept dname
-
5 |emp ename
- =
6 |emp hiredate
7 |jobhist comm
ready Unix |Ln1,Col1,Ch1

Figure 4.4 - The SQL IDE's Graphical Query Builder.

The upperpartofthe guery Too1 contains the SQL Editor; you can manually entera
query, orread the query fromafile. If you are manually enteringa SQL query, the edit

entry window also contains autocompletion code and formatting features that help you
write queries.
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If you preferto build your queries graphically, youcan use the Graphical Query
Builder (Shown in Figure 4.4) to generate SQL commands. Afterconstructinga

graphicalquery, clickthe Execute buttonto display the querytextinthe soL Editor

tab,and the results ofthe queryinthe output pane (Shown in Figure 4.5).

File Edit Query Favourites Macros View Help
‘@b A
SQL Editor | Graphical Query Builder

Query - edb

Scratch pad
¥

7| |I:| edb on enterprisedb@localhost:5444 ”E|

Previous queries

|v‘

SELECT

emp.empno,
jobhist.startdate,
jobhist.enddate,
dept.dname,
emp.ename,
emp.hiredate,
jobhist.comm

FROM

public.emp,
public.dept,
public.jobhist

WHERE

emp.deptno = dept.deptno AND
emp.empno = jobhist.empno AND
jobhist.deptno = dept.deptno;

Qutput pane
Data Output  Explain

Messages | History

empno startdate

numeric(4,0) timestamp without time zone timestamp without time zone| character varying(14) character varyi

enddate dname

ename

A T R I TR S

7369
7499
7521
7566
7654
7698

TT27

1980-
1981-
1981-
1981-
1981-
1981-

1021

12-17
02-20
02-22
04-02
09-28
05-01

(AT AT s

00:
00:
00:
00:
00:
00:

(AT~

00:
00:
00:
00:
00:
00:

(T2

00
00
00
00
0o
00

nn

RESEARCH
SALES
SALES
RESEARCH
SALES
SALES

ACCALINTTAC

SMITH
ALLEN
WARD
JONES
MARTIN
BLAKE

ClLADK

e @

5

oK.

Unix |Ln 17, Col 1, Ch 282 |

|16 rows.

|42 ms

Figure 4.5 - The SQL Editor pane displays the text of the query.

You can manually adjust the query in the soL Editor pane. Aswith allPEM features,
online se1p text is available with the click ofa button.
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5 Performance Monitoring and
Management

PEM contains built-in functionality thatimplements enterprise-wide performance
monitoring ofall managed servers. While you can customize many aspects of the various

performance monitoringaspects of PEM, you can alsoelect to accept the recommended
defaults that come out-of-the-boxwith the product.

5.1 How to View Performance Information

PEM displays performance statistics througha number of dashboards that you can
navigatein web browser fashion. Each dashboard contains a series of summary views
that contain charts, graphs andtables that display the statistics relatedto the selected
object.

P GG TEs BRI IS e Manag e e e e x|
File Edit Plugins View Management Tools Help
H O A L5 = ) 7
Object browser B[ ¢ ies D = Global Overview s
= [ server Groups
- [ servers (1)
= [} postgres Enterprise M{ i
Databases (2) Do o st
Tablespaces (2) Number of Alerts: 1
+ & Group Roles (3) B Giobal Overview B pashboards
+ . Login Roles (2)

- (@ PEM Server Directory (1)|| Enterprise Dashboard
= [J Postgres Enterprise M,
Databases (2)
pem
postgres
+ ® Catalogs (2) © Agentsup: 1
+ # Schemas (1) © Agents Down: 0
% Slony Replicatid © serversup: 1
Tablespaces (2) © servers Down: 0
+ g Group Roles (3)
+ A Login Roles (2)
- &k PEM Agents (1)
«& Postgres Enterprise M

Agent Status
Blackout Name Status Aleris Processes Threads CPU | (%) Memory | (%) Swap Utliisation (%) Disk | C5)
o Postgres Enterprise Manager Host UP 1 145 234 1084 4748 11.75 8094

Postgres Server Status

Blackout Name Status C Alerts Version
/] Posigres Enterprise Manager Server UP 8 0 PosigreSQL 9.0.6 on 686-pe-linux-gnu, complled by GCC gee (GCC) 4.1.2 20080704 (Red Hat4.1.2+
>
Alert Status
Oblect Description Alarm Type Alert Name Valye Schema Package Object Additional Params Additional Param Values Alerting
© Postgres Enterprise Manager Host Medium  Most used disk percentage 91.3906 20120z 7|
>
YT 2} 2l
Retrieving details on PEM agents... Done. 0.00 secs Trial Licence (0 days remainin | ¥
L )

Figure 5.1 - The Global Overview dashboard.

The top-leveldashboard is thec1obal overview (Shown in Figure 5.1). TheGiobal
overview presentsastatus summary ofallthe serversandagentsthat are being
monitored by thePEM server, a list of the monitored servers, andthe state ofany
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currently triggeredalerts. The PEM clientdisplaysthe G1obal overview Whenit
connects to the PEM server.

There are anumber of other dashboards that providestatistical information about
monitored objects. Theseinclude the:

Serwer Analysis dashboard

The server analysis dashboard provides general performance information
about theoverall operations ofa selected Postgres server.

Database Analysis dashboard

The patabase Analysis dashboarddisplays performance statistics for the
selected database.

Memory Analysis dashboard

TheMemory Analysis dashboardsupplies statistics concerning various
memory-related metrics forthe Postgres server.

I/O Analysis dashboard

The 1/0analysis dashboard displays I/Oactivity across various areas suchas
object DML activity, log operations and more.

Storage Analysis dashboard

The storage Analysis dashboarddisplays space-related metrics for
tablespaces andobjects.

Object Activity Analysis dashboard

Theobject ActivityAnalysis dashboard provides performance details on
tables/indexes ofa selected database.

Operating System Analysis dashboard

Theoperating SystemAnalysis dashboardsupplies information regarding
the performance ofthe underlying machine’s operating system.

SystemWaits Analysis dashboard

ForPostgres Plus Advanced Serverusers,thesystemWaits Analysis
dashboarddisplays a graphical analysis of views that show systemwait
information.
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Audit Log dashboard

ForPostgres Plus Advanced Server users, theaudit Logdashboard allows you
to browse theaudit logs that have been collected frominstances thathave audit
logging and collection enabled.

To openadashboard:

e Select the dashboard name fromthe pashboards menu (accessed by navigating
throughManagement onthe Main menu).

¢ Rightclick on the name ofa monitored object in the tree controland select the
name of the dashboard youwould like to review from the pashboards menu.

Each dashboard is presented in PEM’s tabbed interface (shown in Figure 5.2), opened by
default in the right handside ofthe client window.

File Edit Plugins View Management Tools Help

= A
- HO ) = ul
mec:‘mw ® ‘4 s ies Dep = Global Overview = Storage Analysis = r e
= [ server Groups
- [ servers (1) t
= [} Postgres Enterprise M
Databases (2) Berve Up
Generated:
Taljespaces (2) Number of Alerts
+ %3 Group Roles (3)
¢ & Login Roles (2) B a . Agents vors - @ Databases - B8 Dashboards

- [ PEM Server Directory (1)

pem Database Overview Tablespace Overview Host Overview
+ kg Group Roles (3)

postgres
"““i
+ A Login Roles (2)

= [} Postgres Enterprise M| Storage Overview
+ # Catalogs (2)
- as[PEM Agents (1) L Wpostares W cotae s ot - W

Databases (2)
+ @ Schemas (1) 20M1
% Slony Replicatiq o
. Tablespaces (2)
& Postgres Enterprise M Number of WAL files: 2

Database Details

Database Name Database Size (MB) Tablespace Name
pem 20 pg_default
posigres 5 pg_default

Tablespace Details

Tablespace Name Tablespace Size (MB)

pa_default 36
pa_global 0
Host File System Details
Flle System Size (GB) Used (GB) Avallable (GB) %Used Mounted On
devisdal 749 6.84 026 91
i varmin 024 noo 024 n Aatnun ¥
; > >
Retrieving details on PEM agents... Done. 0.00 secs Trial Licence (0 days remainin | ¥

Figure 5.2 - The PEM client window, displaying a dashboard.
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Afteropening a dashboard, you can navigate to other dashboards within the same tab.

Each dashboard header includes navigation menus thatallow you to open dashboards that
contain statistical information for the currently selected object, and any object that resides
beneaththeselected object(in the tree control hierarchy). You can scrollbackwardand
forward through the dashboards thatyou've opened within a tab by usingthe Browser
Back and Browser Forward buttons (on themain toolbar). You can update thecurrent
dashboard by clicking on there f resh button.

Click the x on the dashboard tabto close a dashboard.

5.2 Viewing and Responding to Alerts

PEM continually monitors registered servers, and compares performance metrics against
pre-defined and user-specified thresholds thatconstitute good or acceptable performance

for each statistic. Any deviationfroman acceptable threshold valuetriggersan alert.
Alerts call your attention to conditions onregistered servers that require your attention.

You can viewalert information in anumber of places inside PEM:

e Theclobal overviewdashboardcontainsacountofallalerts that have
occurred, along with a breakdown of total alerts by monitored serveranda listing
of the most recent alerts that have occurred.

e Theanlertsoverviewdashboarddisplays summarized statistics forallalerts
that have occurredacross your servers as wellas a detailed listing of each alert
that has beenidentified.

e Whenanalertis triggered, aflashing * icon is displayed in the lower right-hand

cornerofthe main window. Click theicontoopenthealertsoverview
dashboard.

Toopenthealerts overview dashboard, right clickon aserveroragent node, and
selectalerts Dashboard fromthe bashboards menu. You canalso openthe
Alerts Dashboard by navigating through the pashboards menu (locatedon the
Management menu).
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5.3 Customizing Probes and Alerts

PEM uses probes toretrieve statistics froma monitored server, database, operating
systemoragent. A probeis ascheduled event that returns a setof performance metrics

about a specific monitored object. You can usethe probe Configuration dialog
(shown in Figure 5.3) to specify when each probe is executed.

To review or modify the currently defined probes for each serverandits underlying
objects (e.g. databases, tables, etc.), right click on the objectname in the tree controland
select probe Configuration fromthe context menu. You can also accessthe probe
Configuration dialog by highlighting an objectname, and selecting probe
Configuration fromthe Management menu.

[ Probe Configlration =
Probes |
Probe Name Interval Enabled? Data Retention
Background Writer Statistics 5 Minutes Yes 180 days .
Data and Log File Analysis 30 Minu... Yes 180 days
Database Size 30 Minu... Yes 180 days z
Database Statistics 5 Minutes Yes 180 days
Lock Information 30 Minu... Yes 180 days
Number of Prepared Transactions 5 Minutes Yes 180 days
Number of WAL Files 5 Minutes Yes 180 days
Object Catalog: Database 5 Minutes Yes 180 days
i i 5 'Z‘
in E|
‘ Change ‘
Probe Options
Interval ¥ Default
Minutes Seconds
Enabled? @ Default ) Yes ) No
Data Retention [ Default
Day(s)
| ﬂelp | ‘ €3 cancel |

Figure 5.3 - The Probe Configuration dialog.
Probes monitora unique set of metrics for each specific objecttype (server, database,
database object, oragent). You can modify the properties associated with a probe,
specifying:
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e Howoften the probe executes.

e Howlongits information is retained for historical reporting purposes.

e Iftheprobeis enabled ordisabled.

Theprobe configuration dialogdisplaysa list ofthe metrics thatare collected for
the selected node. The probe Configuration dialog may also display information
about probes thatcannot be modified fromthe current node. Ifa probe cannot be
modified from the current dialog, the background (the area behind thenode name) is

greyed-out; when highlighted, the status bar will display thenode level fromwhich the
statistic may be configured.

PEM provides verygranular control overyouralerts, allowing you to define alerting
thresholds for monitored objects that meet the requirements of your system.

Usethe alertingdialog (shownin Figure 5.4) to define ormodify an alert. To open

the alertingdialog, right clickon the name ofa monitored object in the tree control,
andselectalerting.. fromthe context menu.

Alert List Name l ‘
Alert Name
Total connections as percentage of max... | emplate [ Total table bioat in server L]
Connections in idle-in-transaction state,... e [The total space wasted by tables in server, in MB. a
Last AutoVacuum Description \R i orobele): table bloat st
A user expires in N days x Required probe(s): table bloat.settings
Alert Options
Frequency @ Default |1 | Minutes
Enabled? @® Yes (O No
History Retention W Default (30 | Day(s)
Comparison Operator |< ‘ v ‘
Threshold Values (MB) Low | | Medium | | High | \
SMTP Email Options SNMP Notification
[ Send Email Email Group 1<Default> v||OsendTap O vl @ v2
Parameter Options
{ | Name W Value
1 |server Postgres Enterprise Manage
‘ @ﬂelp ' €3 cancel ‘
[Please specify Alert Name

Figure 5.4 - The PEM Alerting dialog
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To define an alert, provide a user-friendly name, and selecta monitoring statistic that
applies to the selected object (e.g. database, table, etc.). Usethefields inthe alert
Options portion ofthe a1erting dialog to specify properties for the alert:

e Howoften PEM will test thealert conditions
If the alertis enabled (or disabled)
e Howlong information gatheredis retained

Then, specify thethreshold conditions and parameter options thatwill trigger the alert.
You can also configure SMTP email notifications or SNMP notifications for the alert.
When you’ve defined an alert, click the Add/change buttonto save the alert; when

you've defined or modified all of the alerts fora specific node, clickthe ox buttonto
make the changes persistent, andto instruct PEM to begin enforcingthe alerts.
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6 Capacity Planning

PEM contains built-in capabilities for performing database capacity planning. Capacity
planning helps DBASs by providing answers to questions like:

e Howmuch storagewill my databaseneedsixmonths fromnow?
e Howfastis my databasegrowing?

o What objectsare responsible for the growth in my database?

o Willmy serverbe able to supportanother database instance?

e Isthe performance of my database getting better, stayingthe same, or getting
worse?

Capacity planning for databases typically involves two things:

e Historical trend analysis, which involves viewing selected database statistics over
various time periods sothattrends caneasily be spotted.

e Forecasting, which entails using historical statistical information and projecting
the values of various statistics (e.g. a database’s size) will be in the future.

6.1 Performing Trend Analysis

PEM automatically collects a wide range of performance metrics about storage usage,
memory usage, I/O traffic and more. The performance metrics are stored in a metadata
repository that is createdwhen PEM is installed.

Of course, youhave full controlover whatand how oftendata is collected, but you can
also take advantage ofthe product’s defaults and have the recommended statistics
gatheredforyou automatically.

The hard part of capacity planning operations (automatic data collection) is
transparently handled for you by PEM.

All that remains is to use PEM’s Capacity Manager interfaceto build desired trend
analysisand forecasting reports.

Toopenthe capacityManager dialog,selectcapacityManager..fromthe
Management MeNuU. The capacityManager dialog (shownin Figure 6.1) provides
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quickaccesstoalist ofthe available metrics, andthe options for producing capacity
planning reports.

Metrics | Options

| Available metrics Selected metrics

- [} Postgres Enterprise Manager Sen!’A‘ Metric Object Aggregatio “
+ ik Metrics Database Size (MB) Postgres Enter... Average
= || Databases '

+ [ pem

= |_l postgres

- ik Metrics

k # Backends
kb Blocks Hit
I Blocks Hit+ 4
k Blocks Read
b Blocks Read+

h Blocks Read from Infinit

]

1]

b

]

Blocks Read from Infinit
Database Frozen XID
Database Size (MB)

# Idle Backends =

| Aggregation |Average ‘ v | Graph/chart metrics individually? 0

@ﬂelp ‘ ‘Load Template; ‘Manage Templates | ‘Save Template| | Generate

Figure 6.1 - The Capacity Manager dialog

The capacityManager dialog displaystwo tabs —Metrics and options —thatyou
can use to definecapacity planningreports.

Themetrics tab displaysatree controlthatallows you to easily navigateall of your
managed servers andselectstatistics thatyouwish to analyze. Forexample, to follow the
growth ofa particular database, you would expandthatnode in the tree control, highlight
Database Size in thelisted Metrics,and clickthe add >> button to add itto the
Selectedmetrics pane.

Capacity Manager can plot multiple statistics on one graph or producea separate graph
for each distinct metric. A checkboxlocatedin the lowerright cornerofthe Metrics
tab ofthe capacityManager dialog enforces this option.

When you have specified the metrics that will be included in the analysis, you can then
specify the timeframe over which theanalysis will be performed. Use the fields on the

Optionstabofthe capacityManager dialog,to specify the Time Period covered by
the report (see Figure 6.2).
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Capacity Manager allows you to create both graphicalandtabular reports for historical

trend analysis and future forecasts analysis reports. The options tabprovides fields that
allow you to specify the formthat the resulting report will take:

e Agraph
e Adatatable
e Bothagraphand datatable

Finally, you can specify where Capacity Manager reports are displayed or written (see
Figure 6.2). PEM will display the report in eitheranew or existing tab within the PEM
client orwrite the report to a file on the host of your client workstation.

Metrics | Options \
= d L

Time Period Report
Start time and end time [l {8 ioeieon Epait ey Grph
. ‘ = () Table of data
Start Time  [02/142012 | |v| [10:55:19 o
= &= ) Graph and table of data
EndTime [02212012 | v/ [10:55:19 <
- Report destination @ New tab
Historical day(s)
Extrapolated day(s) .
e . () Save the report to a file:
Threshold
‘ \@ Help ‘ ‘ Load Template } | Manage Templates | |Save Template ‘ Generate ‘

Figure 6.2 — Specify the time period, type, and destination of the Capacity Manager
report.

Specify areport destination,and click the cenerate buttonto generatethe report,
as shownin Figure 6.3.
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I Postgres Ente; Manager

File Edit Plugins View Management Tools Help
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+ |=) Databases (2)
= @ Tablespaces (2)
= Group Roles (3) 2
+ & Login Roles (4) i
= [1l Postgres Plus Advar|
= [ Databases (1)
# [Jedb
# [ Tablespaces (2) 00|
G Jobs (0)
g Group Roles (0)
+ & Login Roles (1)
= [ PEM Server Directory
= [1 Postgres Enterprise
= |2 Databases (2)
= [pem

9
. IV BT TEOT0T 50527 T
& catalogs (2) o35 e 20 05:48 1333

Generated: 2011-07

&

SE°ST YE-L0™1 102 Mot} BT Pt FodPgs

= @ schemas (4) .Dahhiﬁ- Size (MB) (Pastgres Enterprise Manager Server/Pastgres Enterprise
Manager Server/pem)
= @pem
# Demain:
&» FTS Con
fill FTS Dict]
FTS Pars|

© FrsTem
+ % Function|v]
I L

Al m B |
(3 p pacity_report.php... Done. |1.91 secs ‘Trial Licence (33 days remaini

T m
Loading:

Figure 6.3 - The Capacity Manager report
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6.2 Forecasting Future Trends

Capacity Manager uses historical metrics to forecast future trends. To create forecasting
reports with Capacity Manager, simply select your desired metrics, and usethe Capacity
Manager options tab to specify an end time for the report that is in the future (see
Figure 6.4).

Metrics | Options |

Time Period Report
Start time and threshold v | include on report @ Graph
‘ () Table of data
Start Time [02/14/2012 || v| [12:20:26 &
= () Graph and table of data
End Time v
= Report destination @ New tab
Historical day(s)
Extrapolated day(s)

() Save the report to a file:

Threshold |Database Size (MB) (Postgres Enterpr vry

| Exceeds ‘ v

|500 %

‘ @\luelp [ ;Load Templatei ;ManageTempIates Save Template| | Generate

Figure 6.4 - Using the Options dialog to forecast future trends.

Forexample, you might use Capacity Manager to predict when you willneed to increase
the database storage available on yoursystem. Selectstart time and thresholdor
Historical days and threshold from thedrop-downlistboxdepending upon
whetheryouwant to usea specific pastdate/time oranumber of historical days from
which to drawthe extrapolationdata. In this example, a start date/time was chosen. Select
the patabase size (MB) metric; use the drop-down list boxes to specify that thereport
shouldtellyou when the threshold exceeds 500 Megabytes in storage. Whenyou click
the cenerate button, Capacity Manager will use historical usage data to predict the
point in time that your batabase size Will exceed 500 Megabytesin size.
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/7 Audit Logging

Audit loggingofactivity in Postgres Plus Advanced Server instances can be done with
PEM. The Audit Manager is usedto configure audit logging including such attributes as

the type of database activities to be recorded, when and how oftenaudit logs are to be
rotated, and how often audit logs are to be gathered into PEM.

The specific types of activities that may be chosen for recording in the audit logs are the
following:

e Allconnections made to thedatabase instance or only failed connections

e Disconnections fromthe database instance

e Allqueries (seLECT Statements)

o Al DML statements (INSERT, UPDATE, DELETE)

e AIlIDDL statements (e.g., CREATE, DROP,ALTER)
Once the audit logs are available to PEM, the aAudit Log dashboardis used toviewthe
information in an easy-to-read form. The audit Log dashboard provides the capability

to filter the activity to be viewed by such characteristics as a timestamp range of whenan

activity occurred, the database on whichthe activity occurred, the user performing the
activity, orthe typeofcommand beingacted upon.
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7.1 Setting the Advanced Server Instance Service ID

Before configuring audit logging on a Postgres Plus Advanced Server instance, it must be

configuredas amanaged server,and the service 1D propertyofthat Advanced Server
instance mustbe completed with the Advanced Server servicename.

Right click on the servername andselect properties fromthe context menu. Click the

Advanced tab to verify thatthe service 1D field has been completedas shownin
Figure 7.1. This allows the PEM serverto stopandstart theservice.

' Properties SSL‘ Advanced‘ PEM Agent

Host Address  |127.0.0.1 |

Connect now

Restore env?

Rolename

DB restriction

Service ID |ppas-9.0| ’

ﬂelp ’ ‘ &l oK HOgancel

Figure 7.1 - The Service ID of the Advanced Server instance.
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On Linux systems, providethe name ofthe init script located in /etc/init.d.

On Windows, provide the ID of the service. You can find the service ID in the
services MicrosoftManagement Console.

The EnterpriseDB installer for Postgres Plus Advanced Server uses a default service ID
of ppas-x.ywhere x. vy specifies themajor versionnumber of the server. Forexample:
ppas-9.0.

Note that fora PostgreSQL database server, the EnterpriseDB installer usesa service ID
Ofpostgresql—x LY. Forexample, postgresgl-9.0.
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7.2 Setting the EDB Audit Configuration Probe

The EDB Audit Configurationprobe mustbe enabled to monitortheaudit logging

configuration of Postgres Plus Advanced Servers.

Right click on the Advanced Servername in the tree controland select probe

Configuration fromthe context menu. You canalso accessthe probe

configuration dialog by highlighting the Advanced Server name, and selecting

Probe Configuration fromthe Management menu.

TheEnabledcolumninthe probe configuration dialogshould besetto yes for

the EDB Audit Configurationprobe (see Figure 7.2).

Probes ‘
Probe Name Interval Enabled? Data Retenti¢
Background Writer Statistics 5 Minutes  Yes 180 days |
Data and Log File Analysis 30 Minutes  Yes 180 days
Database Frozen XID 720 Minutes Yes 180 days ‘
Database Size 30 Minutes  Yes 180 days |
Database Statistics 5 Minutes  Yes 180 days
EDB Audit Configuration 30 Minutes  Yes 180 days
Lock Information 5 Minutes  Yes 180 days
Number of Prepared Transactions 5 Minutes  Yes 180 days |
Number of WAL Files_ S Minutes  Yes 180 davs ¥
<] I | 12
Change ‘
Probe Options
Interval [« Default
Minutes Seconds
Enabled? @® Default O Yes _ No
Data Retention [ Default
Day(s)
| [g]Help | | cancel |
i

Figure 7.2 - The EDB Audit Configuration probe.

Ifit is notenabled, youcanenable it usingthe Enab1ed radio buttonsin the probe
options dialog. You can alter otherattributes such asthe probe interval or data

retention if desired.
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7.3 Configuring Audit Logging with the Audit Manager

Toopenthe Audit Manager,SeleCtaudit Manager.. fromthe Management menu.
The audit Manager dialog (shown in Figure 7.3) appears. Click next to continue.

Audit Manager

Welcome to the Audit Manager

The Audit Manager will configure and enable, or disable audit
logging and collection on Postgres Plus Advanced Server
instances.

” < Back Next > ’ }o_gancel ‘

Figure 7.3 - The Audit Manager Welcome dialog.

Select the servers youwish to configure forauditing (shown in Figure 7.4). Click next to
continue.

Copy right © 2012 EnterpriseDB Corporation. All rights reserv ed. 45



Postgres Enterprise Manager Getting Started Guide

Audit Manager

Select the server(s) you wish to configure:

{ 1

RSRSRERERNE

v PPAS 9.0 local (localhost:5444)

‘ Select all ‘ ‘Unselectall’

‘ ﬂelp ’ ‘ < Back “ Next > HOganceI’

Figure 7.4 — Select the servers to configure for auditing.

Theauditing Parameters Configuration dialog lets youenable ordisable
auditing and choose how often log records are collected into PEM (see Figure 7.5).
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Audit Manager

Auditing Parameters Configuration

Auditing Status
@® Enable () Disable|

 Enable Log Collection

Collection Frequency: [1 Hour ’ v ’

Log Format:

Audit Directory Name |edb_audit

Audit File Name [audit-%Y-%m-%d_%H%M%S|

) (& Help ‘ ‘ < Back H Next > ‘ logancell

Figure 7.5 — The Auditing Parameters Configuration dialog.
Settheoptionsinthe Auditing Parameters Configuration dialogas follows:
e Specify Enable forthe auditing status toallow auditing to occur.

e ChecktheEnable Log collection checkboxsoPEM will periodically gather
the log recordsso youcan later viewthemin the audit Log dashboard.

e Usethecollection Frequency drop-downlistto selecthowoften PEM is to
collect the log records.

Click next tocontinuetothe Audit Log Configuration dialog (seeFigure7.6).
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Audit Log Configuration

Log Connection Attempts
) None @® All () Failed

Log Disconnection Attempts
) None @ All

¥ Log Select Statements
[ Log Error Statements
¥ Log DML Statements

[ Log DDL Statements

‘ [@| Help ’ ‘ < Back H Next > ’l@gancel‘

Figure 7.6 — The Audit Log Configuration dialog.

Usetheaudit Log Configuration dialogto determine the typesofactivitiesto be
logged during auditing.

e Specify 211 to log all connectionattempts, Fai1ledto log only failed connection
attempts, ornone forno connectionloggingof.og cConnection Attempts.

e Specify 211 to log all disconnectionattempts or None forno disconnection
loggingofLog Disconnection Attempts.

o ChecktherLog select statements checkboxif youwanttologserecT
statements.

e ChecktherLog Error statements checkboxif youwanttolog SQL
statements that result in an error.

e ChecktherLog pML statements checkboxif youwantto log data
manipulation language SQL statements such as INSERT, UPDATE, and DELETE.

e ChecktherLog DDL statements checkboxif youwantto log data definition
language SQL statements such as CREATE, DROP,and ALTER.
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Click next to continuetothe Auditing Parameters Log Rotation dialog (see
Figure 7.7).

dit Manager

Auditing Parameters Log Rotation

¥ Enable Log Rotation

Options

' Rotation Day ‘Everyday v
Rotation Size |0 MB
Rotation Time |0 I Seconds

‘ @uelp ‘ ‘ < Back H Next > HOgancel‘

Figure 7.7 — The Auditing Parameters Log Rotation dialog.

Usethe auditing Parameters Log Rotation dialogtosetfactorscontrolling audit
log file rotation.

e ChecktheEnable Log Rotation checkboxif youwantthe log fileto be
periodically rotated. Ifthe log file is not rotated, a single file is used, which may
growto an unmanageably large size overtime. Thus, itis suggestedto enable log
rotation.

e Usetherotation Day drop-downlistto specify thedayofthe week on which
the log file should be rotated. Select Everyday ifyou want log rotationto occur
on every day ofthe week. Select None ifyou do not wantthe log rotation criteria

based onthe day of the week. Otherwise, choose the desired day of the week for
log rotation fromthe drop-down list.

e Usetherotation size field if youwantto base the rotation criteria on thesize
of the log file. Specify the size in megabytes forwhen the log file should be
rotated uponreachingthegivenfile size.
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e Usetherotation Time field if you wantto base the rotation criteria on time

between rotations. Specify thenumber of seconds after which each rotation
shouldoccur.

Click next tocontinuetothe schedule Auditing Changes dialog (see Figure 7.8).

Audit Manager

Schedule Auditing Changes:

@ Configure Auditing Now

() Schedule it for some other time
]

NOTE: The selected servers will be restarted to complete
audit configuration.

‘ [@| Help ’ ‘ < Back H Finish Ho_gancel‘

Figure 7.8 — The Schedule Auditing Changes dialog.

Usethe schedule Auditing Changes dialogto determine whenauditing
configurationchanges are to take effect.

e Selectconfigure Auditing Now If you wanttheauditing configuration
changesto take place immediately. The affected database servers will be restarted
so the auditing changes cantake effect.

e Selectschedule it for some other time if youwanttheauditing
configuration changes to take place at some pointin the future. Selectthe desired
date and time fromthe drop-down lists. The affected database servers will be
restarted at the specified date/time to putthe auditing changes into effect.

Click rinish to complete the auditing configuration process.
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The Audit Manager will configure a scheduled job to apply the configuration toeach
server. The job created will consist of two tasks, one to update theaudit logging
configurationon theserver,and one torestart the server with the new configuration.

The scheduled jobs canbe viewed in the Task Viewer, and the results in the Log Viewer
when opened fromthe appropriateserveroragent. (Right clickon aserveroragentand
choose scheduled Tasks fromthe menu in orderto openthe Task Viewer.)

7.4 Viewing the Log with the Audit Log Dashboard

Usethe audit Log dashboardto viewthe audit log fromPostgres Plus Advanced
Server database instances (see Figure 7.9).

Toopenthe audit Log dashboard, right clickonaserveroragent node, and select
Audit Log Analysisfromthe bashboards menu. Youcanalsoopenthe audit
Log dashboard by navigating through the bashboards menu (locatedon the
Management menu).

File Edit Plugins View Management Tools Help

HBOE KW EW & QK

Obiect browser, ® P -  Statistic: D ies D = Global Overview | = Audit Log Analysis s
= B server Groups {
= B servers (2) Audit Log Analysis - PPAS 9.0
[ Postgres Enterprise M
B Postgres Plus Advance Server Up Since: 2012-03-15 12:43:00
= B PEM Server Directory (2) Generated: 2012-03-15 13:15:35
Number of Alerts: 1
= [1 PPAS9.0 (127.0.0.1:54)
# [-] Databases (1) B Gioval overview - ® Agents + £ servers » B Databases » B Dashboards
+ [ Tablespaces (2)
[ Jobs (0) Audit Log
{3 Sroup oles (0) —Show Filters
# A Login Roles (1)
[ Postgres Enterprise M — |z
* &b PEM Agents Timestamp User Name Database Name Process ID Session ID Transaction ID Connection From Command  Message ‘ !
2012-03-15 13:14:54 enterprisedb edb 21363 4162238e.5373 0 127.0.0.1:50794 idle disconnection: session time: 0:00:00.338 user=ent| =
2012-03-15 13:14:54 enterprisedb template1 21368 4162238e.5378 0 127.0.0.1:50795 idle disconnection: session time: 0:00:00.025 user=ent|_|
2012-03-15 13:14:54 enterprisedb edb 21363 4162238e.5373 0 127.0.0.1:50794 idle statement: SHOW edb_audit_statement
2012-03-15 13:14:54 enterprisedb edb 21363 4162238e.5373 0 127.0.0.1:50794 idle statement: SHOW edb_audit_disconnect
2012-03-15 13:14:54 enterprisedb edb 21363 4162238e.5373 0 127.0.0.1:50794 idle statement: SHOW edb_audit_connect
2012-03-15 13:14:54 enterprisedb edb 21363 4162238e.5373 0 127.0.0.1:50794 idle statement: SELECT setting FROM pg_settings WH
2012-03-15 13:14:54 enterprisedb edb 21363 4162238e.5373 0 127.0.0.1:50794  idle statement: SHOW edb_audit_rotation_size
2012-03-15 13:14:54 enterprisedb edb 21363 4162238e.5373 0 127.0.0.1:50794  idle statement: SHOW edb_audit_rotation_day
2012-03-15 13:14:54 enterprisedb edb 21363 4162238e.5373 0 127.0.0.1:50794 idle statement: SHOW edb_audit_filename
2012-03-15 13:14:54 enterprisedb edb 21363 4162238e.5373 0 127.0.0.1:50794 idle statement: SHOW edb_audit_directory
2012-03-15 13:14:54 enterprisedb edb 21363 4162238e.5373 0 127.0.0.1:50794 idle statement: SHOW edb_audit
2012-03-15 13:14:54 enterprisedb template1 21368 4162238.5378 0 127.0.0.1:50795 SELECT execute <unnamed>: SELECT c.relname AS sequi
2012-03-15 13:14:54 enterprisedb edb 21363 4162238e.5373 0 127.0.0.1:50794 idle statement: SELECT spcname AS tablespace_nam
2012-03-15 13:14:54 enterprisedb edb 21363 4162238e.5373 0 127.0.0.1:50794 SELECT execute <unnamed>: SELECT c.relname AS table.
2012-03-15 13:14:54 enterprisedb template1 21368 4162238e.5378 0 127.0.0.1:50795 i databas | [v]
p— e ‘ tion)
:Loading: http://localhost: P epage_audit_logs.php?show_system_objects=0&show_system_objects=0&server_id=2... Done. 0.49 secs H ¥ [

Figure 7.9 — The Audit Log dashboard.

Theaudit Log dashboard displaystheaudit records in reverse chronological order
(newest records at thetop, oldest records towards the bottom).
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To viewolderaudit records that do not appear in the window, use the vertical scroll bar
controlling thelist of audit records (the innermost scroll bar of the two located onthe

right-handsideofthe window). As you move the scroll bar towards the bottomofthe
window, older audit records are continuously loaded and displayed.

You can use filtering to limit the number ofaudit records that are displayed. Click show
Filters toexposethe filters panel (see Figure 7.10).

File Edit Plugins View Management Tools Help

BO L W B3 000 B

Object browser

|| =/ Properti Statistics - D ie Dep = Global Overview = Audit Log Analysis ¥ £4
= B server Groups —
= B servers (2) Audit Log Analysis - PPAS 9.0 I
& Postgres Enterprise M
B Postgres Plus Advance Server Up Since: 2012-03-15 12:43:00
= B PEM Server Directory (2) Generated: 2012-03-15 13:15:35
Number of Alerts: 1
= [J PPAS 9.0 (127.0.0.1:54f
# [5] Databases (1) B Giobal overview - ® Agents » & Servers » B Databases » B Dashboards
# (@ Tablespaces (2)
@ Jobs (0) Audit Log
@ GrogpiRoles (0) [~ Hide Filters
# & Login Roles (1)
& Postgres Enterprise M Fom  [2012-03-15 | To [2012-03-16 |
+ b PEM Agents Username I ‘ Database ‘edb ‘ Command Type
| Filter
Timestamp User Name Database Name Process ID Session ID Transaction ID Connection From Command  Message lt
2012-03-15 13:14:54 enterprisedb edb 21363 4162238e.5373 0 127.0.0.1:50794 idle disconnection: session time: 0:00:00.338 user=ent| =
2012-03-15 13:14:54 enterprisedb template1 21368 462238e.5378 0 127.0.0.1:50795 idle disconnection: session time: 0:00:00.025 user=entL,
2012-03-15 13:14:54 enterprisedb edb 21363 4162238e.5373 0 127.0.0.1:50794 idle statement: SHOW edb_audit_statement
2012-03-15 13:14:54 enterprisedb edb 21363 4162238e.5373 0 127.0.0.1:50794 idle statement: SHOW edb_audit_disconnect —
2012-03-15 13:14:54 enterprisedb edb 21363 4162238e.5373 0 127.0.0.1:50794 idle statement: SHOW edb_audit_connect
2012-03-15 13:14:54 enterprisedb edb 21363 4162238e.5373 0 127.0.0.1:50794  idle statement: SELECT setting FROM pg_settings WH.
2012-03-15 13:14:54 enterprisedb edb 21363 4162238e.5373 0 127.0.0.1:50794 idle statement: SHOW edb_audit_rotation_size
2012-03-15 13:14:54 enterprisedb edb 21363 462238e.5373 0 127.0.0.1:50794 idle statement: SHOW edb_audit_rotation_day
2012-03-15 13:14:54 enterprisedb edb 21363 462238e.5373 0 127.0.0.1:50794 idle statement: SHOW edb_audit_filename
2012-03-15 13:14:54 enterprisedd edb 21363 4162238e.5373 0 127.0.0.1:50794 idle statement: SHOW edb_audit_directory L
Bl #012.0345.43:44:54 atiomdeadh adk 21383 AfR2238a 53730 - 127.0.01:50704 _idia. ctatamant: SHOW adh_audit . LZ_“L[

0.49 secs H

Figure 7.10 — The Audit Log dashboard filters panel.

Use the fields in the filters panel to provide certain selectioncriteria for the audit records
you wish to display.

e Usethe rromfield to specify astart date to showonly log entries on or after the
given date. Clicking the mousebuttonin the field opensa calendar fromwhich
you can make your start date selection.

e Usethe 1o field to specify an end date to showonly log entries made priorto the
given date. Clicking the mousebuttonin the field opens a calendar fromwhich
you can make your end date selection.

e Usethe username field to display onlythose entries where theactivity was
initiated by the givenPostgres user.

e Usethepatabase field to display onlythose entries where the activity was
issuedon thegiven database.
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e Usethecommand Type field to display only thoseentries wherethe activity was
of the given type. Command typesyoucan specify are idle,authentication,

and seLecT. (Forviewing SQL statements fromuser applications, specify the
idle command type.)

Click ri1ter toapply thefiltering criteria to the log entries.

3 Postgres Enterprise Manager = |
File Edit Plugins View Management Tools Help

HO kWK

& O 7

Object browser -

| - statistics

= B server Groups
= B servers (2)
[ Postgres Enterprise M.
|8 Postgres Plus Advance]
= B PEM Server Directory (2)|
+ | Databases (1)

= [i PPAS 9.0 (127.0.0.1;54{ |

Server Up Since:
Generated: 2
Number of Alerts: 1

E Global Overview 2 Agents

£ servers » B Databases - B pashboards

| = Audit Log Analysis |

+ @ Tablespaces (2)
@ Jobs (0) Audit Log
Group Roles. (0) —Hide Filters
+ A Login Roles (1)
& Postgres Enterprise M Fom  [2012-03-15 ] To [2012-03-16 |
% ak PEM Agents Username | | Database [edb | command Type [authentication
| Filter |
Timestamp User Name Database Name Process ID Session ID ID Ce From Message [
2012-03-15 13:14:54 enterprisedb edb 21363  4162236e.5373 0 127.0.0.1:50794 databas
2012-03-15 13:14:44 enterprisedb edb 21361 41622384.5371 0 127.0.0.1:50792 databas _
2012-03-15 13:14:23 enterprisedb edb 21340  41622361535¢ 0 127.0.0.1:50785 databag
2012-03-15 13:14:13 enterprisedb edb 21335 416223655357 0 127.0.0.1:50782 databag | !
2012-03-15 13:13:52 enterprisedb edb 21322 41622350.534a 0 127.0.0.1:50778 databas
2012-03-15 13:13:42 enterprisedb edb 21314 41622346.5342 0 127.0.0.1:50774 databas
2012-03-15 13:13:42 enterprisedb edb 21311 41622346.533f 0 127.0.0.1:50772 databas
2012-03-15 13:13:21 enterprisedb edb 21296 41622331.5330 0 127.0.0.1:50768 databas
2012-03-15 13:13:11 enterprisedb edb 21283 41622327.5323 0 127.0.0.1:50762 databas
2012-03-15 13:13:11 enterprisedb edb 21282 41622327.5322 0 127.0.0.1:50761 datab:
—2012.03.15 131300 LY 21271 AfR2231, 5317 0 127NN 1-EN7KR ratah: ,E
I D] <] 1 [>)
[ [0.49secs  [a]

Figure 7.11 — The Audit Log dashboard with filters applied.

Theaudit Log dashboard then displays records that meet the filtering criteria (see

Figure 7.11).
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8 SQL Profiling and Analysis

Most RDBMS experts agree that inefficient SQL code is the leading cause of most
database performanceproblems. The challenge for DBAs and developersiis to locatethe
poorly-running SQL code in large and complexsystems, and then optimize that code for
better performance.

PEM provides the SQL Profiler component to assist in both locating and optimizing

poorly-running SQLcode. Users of Microsoft SQL Server’s Profiler will find PEM’s
SQL Profiler very similar in operationand capabilities.

8.1 Setup and Configuration
Before using SQL Profiler, you must:

1. Download andinstallthe SQL Profiler product intothe managed database
instance youwish toprofile.

2. Editthepostgresqgl.conf parameter file and include the SQL Profiler library in
the shared preload libraries configuration parameter.

For Linux installations, the parameter value should include:
$libdir/sqgl-profiler

on Windows, the parameter valueshould include:
$libdir/sgl-profiler.dll

3. Create the functions used by SQL Profiler in your database. The SQL Profiler
installation programplacesa SQL script (called sq1-profiler.sqgl)inthe
share/postgresqgl/contrib subdirectory ofthe main PostgreSQL
installation directory on Linuxsystems. (On Windows systems, this script is

located inthe share\contrib subdirectory.) You must invoke thisscript in
each database that you willuse the SQL Profiler against.
4. Stop and re-start the server for the changes to take effect.

Formore detailed information about installing and configuring the SQL Profiler plugin,
please referto the PEM Installation Guide, available fromthe EnterpriseDB websiteat:

http://enterprisedb.com/products-services-training/products/documentation
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8.2 Creating a New SQL Trace

SQL Profiler capturesanddisplays a specific SQL workload foranalysis ina SQL trace.

You can start andreview captured SQL traces immediately, or save captured traces for
reviewata later time.

Capturing anew SQL trace is very simple. To open SQL Profiler, selectthe soL
Profiler menuoption fromthe Management menu. Upon startup, SQL Profiler will

presentyouwith adialog asking ifyou would like to start a newtrace, oropenan
existing trace.

If you choose to start a newtrace (capturing SQL statements executed against the

currently selected server) SQL Profiler will openthe create New sQL Trace dialog, as
shown in Figure 8.1.

Enter criteria below to create a new SQL trace.
Database and User Filter
(] All Users ] All Databases

[T agentl [~ postgres
[T agent2 I~ pem
" enterprisedb
[ postgres

SQL Trace Options

Name

Maximum Trace File Size ‘6:]7] MB

NOTE: 0 (Zero) indicates maximum trace size to be 250 MB.

Run Options
@® Run Now
() Schedule
Start Date/Time | ,7/24/2011

End Date/Time

‘ [@|Help ' oK ‘OQanceI’

|Select one or more users.

Figure 8.1 - The Create New SQL Trace dialog

Use fields on the dialog to selectively filter the captured SQL statements by user account

and by database. You may chooseto limit yourtrace, orto capture every SQL statement
sent by allusersagainst all databases.
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You can also name your trace for future reference and seta maximum file size for the
resulting tracefile. Lastly, you can choose to begin capturing SQL immediately in an ad-

hoc fashion (if you choose this option, you mustmanually stop thetrace), oryou can
schedule thetrace torun at a later time.

Schedulingatrace is particularly beneficial for capturingworkloads during off hours.
Forexample, you may want to capture the SQL statements thatare executed against a

serverfrom?2 - 4am. You can configure yourtraceto run during thattimeframe and then
examine the output at your leisurewhen youarrive at work in the morning.

When you are satisfied with allyour selections, click the ox buttonto start the trace.

8.3 Analyzing a SQL Trace Output

When you starta newtrace, SQL Profiler displays the collected trace data in the top pane
of the SQL Profiler dialog. Initially the output will be blank; to see SQL statements that
have been captured thus far, click the re f resh toolbaricon, orselect re f resh fromthe

Trace menu. Ifthetoolbaris notvisible,select Too1 Bar fromthe view menuto add
the toolbarto the display.

Eile Edit View Irace Help

X A@B oo™

Trace Data

Number of queries per page: |500 ~ 1 OF 1
Start Time Duration Query
1 |2011-07-24 16:08:22.051206-07 0.013 SELECT J.jobid FROM pem.job J, pem.agent A WHERE J.agent i
2 |2011-07-24 16:08:22.052702-07 4.503 SELECT * FROM ( SELECT *, pem.lock schedule table(probe
3 (2011-07-24 16:08:22.106886-07 11.267 SELECT s.nspname AS schema_name, '' AS package_name, f.pro
4 |2011-07-24 16:08:22.120413-07 0.009 SELECT "schema_name", "package_name", "function_name", "fun
5 [2011-07-24 16:08:22.121024-07 0.066 UPDATE pem.probe_schedule SET current_backend_pid = NULL, 1
6 |2011-07-24 16:08:22.121601-07 0.829 SELECT COALESCE(sum(1), 0) AS number_of_prepared_transactio
7 |2011-07-24 16:08:22.122643-07 0.004 SELECT "number_of_prepared_transactions” FROM pemdata.numbe
8 (2011-07-24 16:08:22.123076-07 0.05 UPDATE pem.probe_schedule SET current_backend_pid = NULL, 1
9 (2011-07-24 16:08:23.850647-07 1.255 SELECT pem.process_one_alert()
10 |2011-07-24 16:08:27.109802-07 0.019 SELECT J.jobid FROM pem.job J, pem.agent A WHERE J.agent_i
»
Properties ® Explain =
SQL Query | Metrics Graphical Plan | Text-based Plan
SELECT J.jobid FROM pem.job J, pem.agent A 4
fans] =
] > 1)
job Nested Loop Sort
agent_pkey
> ~
Refreshing... Done! 1/148

Figure 8.2 - The SQL Profiler trace dialog
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The SQL Profiler trace viewerincludes three panes, as shown in Figure 8.2:

The top panedisplays SQL statements collected in the trace.

The lower-left pane displays the full SQL text and statistics for the statement
highlightedin the toppane.

The lower-right pane displays eithera graphical ortext-based expr.a1n plan for
the statementhighlightedin the top pane.

SQL Profiler providesanumber of features thatwill help you find poorly -running SQL
code on yourservers. Some ofthe most useful options are:

To display key statistical information collected by SQL Profiler, open the select
columns dialog by selecting the co1umns optionfromthe view menu. The
Select Columns dialogallows you tocustomize the columns SQL Profiler
displaysin the trace output.

Sorting datainthe Trace Data pane is easy;justdouble-clickthe column header
and SQL Profiler will sort the data within thetable by thatcolumn. Double-click
the column headeragain toreverse the sort order. This allows youto find, for
example, the longestrunning SQL statement very quickly.

You can filterthe contents ofatrace to further restrict which SQL statements are
displayed. Toopenthe Trace Filter dialog, clickthe ri1ter toolbarbutton,
or selecttheri1ter menuoption fromthe £dit menu. Youcanusethe Trace

Filter dialogto constructafilter to display only the SQL statements that match
your specific criteria.

The properties pane displaysthe complete SQL statementforthe currently
highlightedrow inthe Trace pata pane; youcanuse cut and paste functionality
to copy the SQL statementto the guery Too1 SQL IDE for re-working.

Selectthe metrics buttoninthe properties panetodisplayavariety of
statistics for the currently highlighted statement. The metrics include information
about thenumber oftimes a statement has beenexecuted, theoverall percentage
of execution time vs. all other collected statements, and more.

The graphical Exp1ain pane, providesagraphical interpretation of the execution
plan forthe selected query. Click a segmentofthe graphto display statistics for
that portionofthe query plan.

To export the contents ofatrace to file,choosethe Export optionfromthe rile

menu. The Export data to file dialogallows you to re-format the trace data
as it is saved tofile.
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To stop an active trace, clickthe stop Trace toolbarbutton, orselect stop Trace from
the Trace menu.

To viewthe contents ofa previoustrace, clickon the open Trace toolbarbutton, or

select open Trace fromthe ri1e menu,and select asavedtrace. SQLProfiler will
close the current trace, and display the newly selected trace.

8.4 Using the Index Advisor
Index Advisor is distributed with Postgres Plus Advanced Server 9.0and above. Index
Advisorworks with SQL Profiler, by examining collected SQL statements and making
indexing recommendations forany underlying tables to improve SQL responsetime. The
Index Advisorworks onall DML (I1NSERT, UPDATE, DELETE) and SELECT Statements.
Diagnostic outputfromthe IndexAdvisor includes:

e Forecasted performancebenefits fromany recommended indexes

e The predictedsize ofany recommendedindexes

e DDL statementsyou canuse to create the recommended indexes
Index Advisor canmake indexing recommendations based on trace data captured by SQL
Profiler. Simply highlight one or more queries in the SQL Profiler Trace pata pane,
and click the I1ndex advisor toolbarbutton(orselect index advisor fromthe view

menu).

Note again, that the IndexAdvisoris only included in EnterpriseDB’s Postgres Plus
Advanced Server, versions 9.0and above.
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O Postgres Expert - Best Practice
Enforcement

The Postgres Expert utility provides expert advice onhowto best configure your Postgres
servers for optimal performance, security,and more. Postgres Expert servesas a

PostgreSQL'DBA in aboxX by analyzing your servers for deviations in best practices.
Postgres Expert contains three specialized Experts:

e The Configuration Expert.
e The Schema Expert.
e The Security Expert.

Each Expert reviews numerous best practice rules written by the database specialists at

EnterpriseDB. You can select specific rules foreach expert to analyze, oraccept all
rules, and thenreview Postgres Expert reports detailing any best practice issues that
require your attention.

9.1 Using the Postgres Expert Wizard

To open Postgres Expert, selectthe postgres Expert option fromthe Management

menu. Afterwelcoming you, the wizard displaysthe Experts/Rules selectiondialog
(shown in Figure 9.1).

FOSTOgres EXpe x

Select the experts or individual rules you wish to run:

s:

- m Experts/Rule
+ vConﬁguratlon Expert
+ ¥ Schema Expert
+ [# Security Expert

| Select all ‘ ‘Unselectall‘

‘ Help ‘ | < Back ” Next = ||0§ancel‘

Figure 9.1 - The Experts/Rules selection dialog.
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BExpand the tree control to reviewand select the individual rules thatwill be reviewed by
each Expert;clickNext to continue.

The servers/patabases tree controlallows youto specify which servers or databases
Postgres Expert will review. When you haveselected the target servers and databases,
click next to continue.

The final Postgres Expert dialog asks youto specify a report destination. You can optto:

e View thereportimmediately
e Savethereportto file

When you've specified a report destination, click 7inish to generate a reportcontaining
the Postgres Expert recommendations.

9.2 Reviewing Postgres Expert Recommendations

Postgres Expert produces an easily navigated report that contains ananalysis of the

selectedrules, categorized by high, medium, and lowseverities, for the selected servers
(see Figure 9.2).

3 Postgres Enterprise Manager
File Edit Plugins View Management Jools Help

8o " & - d

Object browser 5]
= [ Server Groups

[0
&
E:

Properties Statistics Dependencies Dependents = Global Overview 17, Postgres Expert Report &

Postgres Expert Report

= [ servers (2)
B PostgresQL 9.0 (localh| o e
*l]lil Daglabases P Generated: 2011-07-24 16:21:46 Jump to: [T —
Tablespaces (2)
= g Group Roles (3) Summary:

= & Login Roles (4)
= [il Postgres Plus Advance

Value

Number of servers tested: 1

% [ Databases (1) Number of rules checked: 31
Tablespaces (2) Number of High alerls: 2

(& Jobs (0) Number of Medium alerts: 7
Group Roles (0) Number of Low alerts: 3

+ & Login Roles (1)
= [2 PEM Server Directory (1)
= (1 Postgres Enterprise M3 | advisor: Configuration Expert

Server: Postgres Enterprise Manager Server (127.0.0.1:5432)

# |- Databases (2)

Tablespaces (2) Rule Database Severity
# &l Gmup Roles (3) Check shared_buffers B Medium
o & Login Roles (4) Gheck work_mem - Medium
Gheck maintenance_work_mem - Low
= &k PEM Agents (2) Check effective_io_concurrency - Low
& HR; Accty Check wal_buffers - Medium
& Postgres ise M3 | Gheck segments - Medium
Check checkpoint_completion_target B Medium
Check effective _cache_size B Medium
Check reducing random_page_cost - Low

Advisor: Schema Expert

Rule Database Severity

Check data and log on same drive - Hgh
Advisor: Security Expert
Rule Database Severity
Check TRUST is disabled - I
T m B al |
[ 005secs |Trial Licence (33 days remaini | 1 |

Figure 9.2 - The Postgres Expert report.
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The report header contains a summary ofthe report, and includes thedate and time that
the report was generated, the number of rules analyzed, andthenumber of deviations
from best practices found by Postgres Expert.

The body ofthe report contains the detailed findings for each server selected for analysis.

The findings are sorted by Expert; within each Expert heading, anyrule violations are
ranked by severity.

Properties Statistics Dependencies Dependents = Global Overview * Postgres Expert Report & -
Advisor: Security Expert

Rule Database Severity

Trigger: frust or ident authentication allowed to any host other than 127.0.0.1 or 1

Recommended Value: Avoid trust and ident authentication on unsecured netwarks

Description: The trust and ident authentication methods can be easily subverted by an attacker with access to your network. If PostgreSQL is not running on a secure netwark firewalled
against all possibly malicious traffic, the use of these authentication methods should be avoided

Current Values:

line_number &

type host

Method trust
Ip_address 192.168.2.53/32

Figure 9.3 - The detailed recommendation for a rule.

Click oneach rule to display the best practice recommendation for thatrule (see Figure
9.3).
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10 Conclusion

The goal of Postgres Enterprise Manager™is provide youwith a solution thatallows you
to intelligently manageall your database servers across your enterprisewith asingle
console. To meet this objective, PEM supplies youwith allthe core features and
functionality needed for visual database administration, as wellas a number ofadvanced

components thatassist you in managing the performanceanddesign of your database
servers.

Formore information aboutPostgres Enterprise Manager™, pleasevisit the

EnterpriseDBWeb site (nttp: //www.enterprisedb.com)where youwill find
PEM’s online documentation, as well as other tutorials and educational aids.

10.1About EnterpriseDB

EnterpriseDB is the enterprise PostgreSQL company, providing products and services
worldwide that are based on and support PostgreSQL, the world's mostadvanced open
source database. EnterpriseDB’s Postgres Plus products are ideally suited for transaction-
intensiveapplications requiring superior performance, massivescalability, and
compatibility with proprietary database products. Postgres Plus products provide an

economical opensource alternative (or complement) to proprietary databases without
sacrificing features or quality.

EnterpriseDB understands thatadopting a new database is not atrivialtask. You have
questions thatneed answers, schedules and budgets to keep, and processes to follow. We
have helpedthousands of organizations like yours throughthesteps to investigate,
evaluate, prove, develop, and deploy their PostgreSQL solutions.

To make yourworkeasierand faster, we have special self-servicesections on our website
dedicatedto assistingyou in each of the steps. Additionally, visit

http://www.enterprisedb.com/why-enterprisedb/postgres-plus-evaluation-—
production

Getting Started —access to free downloads, installation guides, demos, starter tutorials,
and more to help get familiar with the database.

Evaluations and Pilots — learn how EnterpriseDB has helped hundreds of Oracle users
cut costsand MySQL users improve operations.

Development — EnterpriseDB employs more PostgreSQL experts, developers and
community members than any other company, and offers key application development
resources andservices.
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Deployment— information on howto scale a PostgreSQL application, add Qualities of
Service (QoS) like high availability orsecurity, or get a health check.

If you would like to discuss training, consulting, or enterprise supportoptions, please

contactEnterpriseDB directly. EnterpriseDB has offices in North America, Europe, and
Asia. EnterpriseDB was founded in 2004 and is headquartered in Bedford, MA. For
more information, pleasevisit http://www.enterprisedb.com.

Sales Inquiries:
sales-us@enterprisedb.com (US)
sales-intl@enterprisedb.com (Intl)

+1-781-357-3390 or 1-877-377-4352 (US Only)

General Inquiries:
info@enterprisedb.com
info.asiapacific@enterprisedb.com (APAC)

info.emea@enterprisedb.com(EMEA)

EnterpriseDB, Postgres Plus, Postgres Enterprise Manager, and DynaTune are trademarks of EnterpriseDB Corporation.
Other names may be trademarks of their respective owners. © 2012.
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